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| am directed to forward herewith the following Office Memorandum issued by the
Government of India for your information, guidance and compliance:

Sl. No. Office Memorandum No. Subject
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M9l . MST/Pr.AO/ Control/ Digital Payments/1- | gaer F |
87/2017-18/2270 f&=tish 23.02.2018

National Payment Service
Govt. of India, Ministry of Science & Technology OM | piatforms — PayGov and Digital

No. MST/Pr.AQ/ Control/ Dlgltal PaymentS/ 1-87/2017- payments respective|y_ reg.
18/2270 dated 23.02.2018
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¢
G
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371, 31fer. (Mfe wemmer)/ SO(PD)
HeraaA/Encl. : T29fY/As above
giaferfd/Copy to:
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a@ﬁﬂ%mﬂ/ Head, IT Division with the request to make this OM available on the
website & Policy Repository.

2) FTerT 9fa/Office copy.

Are/No. : 5-1(33)/2008-PD fesTid/Dated: 19.07.2018
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GOVERNMENT OF INDIA

PRINCIPAL ACCOUNTS OFF ICE

MINISTRY OF SCIENCE & TECHNOLOGY
TECHNOLOGY BHAWAN, HALL ‘K’
NEW MEHRAULI ROAD, NEW DELHI - 110016
Ph. No. 26590617, Ph. & Fax No. 26962962, 26511766

OFFICE MEMORANDUM

Dated: 23-c~2 %

Please find enclosed herewith a copies of Letter No.3 ( 84)/2009-EG 11 (Vol. III) dated.
25.01.18 & No. 12 (11)/2017-DPD (Meity) regarding National Payment Service Platform-Pay
Gov. and digital payments respectively.

for availing Govt. Services.

Encl:- As above.

5

FPHNIN R LR~

(U. JAYSHREE NAIR)
Pay & Accounts Officer (C)

\)»)’;\ g
it )
All Heads of Divisions DST, DBT, DSIR, New Delhi. e ALE

= |

The Sr. Accounts Officer (DST), New Delhi.

The Sr. Accounts Officer (DSIR), New Delhi.

The Sr. Accounts Officer (DBT), New Delhi.

The Sr. Accounts Officer, RPAO, SOI, Kolkata.
The Sr. Accounts Officer, RPAO, SOI, Hyderabad.
The Sr. Accounts Officer, CPAO, SOI. Dehradun,
The Sr. Accounts Officer, RPAO, SOI. Jaipur,
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Government of india

Gopalakrishnan.S
Joint Seeretary

SRR i g st ey
Ministry of Electronics & Information Technology
TR Prias { Etectronics Niketan
6, it ait it /6, C 6 O Comprex

Email; is.gopal@meity.gov.in T feeft-110003 / Now Deihi-110093
grvry / Telg; Website: www.melty.gov.in

Do
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I/Fax 24363075
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?30-‘

Sub: National Payment Service Platform - PayGoy
Sir'Madam,

As you are aware, Government of India i encouraging growth of Dj gital payments towards
becoming a less Cash economy. Post demonetization, country has seen immense growth of digital
payments through various payment modes. In order 1o continue and enhance the momentum of growth
of digital payments, it has become essential that departments should adopt electronic modes in every
transaction within Government and with Citizens and Businesses
7.4 MeitY has collaborated with NSDL Database Management Limited (NDML) for providing a
centralized payment gateway (PayGov India) which will enable citizens to make online payments for
availing various government services. This payment Bateway has afso been integrated with NSDG
(National Service Delivery Gateway), SSDG (State Service Delivery Gateway) and the Mobile Seva
platform to provide a single interface for connecting (o various State Portals, National Portal, other e-
Government applications and mobile based services. Details about PayGiov are enclosed along with
this letter (Annexure Iy,

3. [t is requested that the Central/State/UT departments/Public sector undertakings, State
Corporations, Municipal Corporations, Government bodies and Public utilitics should integrate their
applications with PayGov Indja - National Payment Service Platform (o crable the citizens (o make
online and mobije based payments for availing Government services, payment of taxes and utility
bills,

4. PayGov cnables the following comprehensive range of payment modes to facilitate casy
online and mobile based payment for citizens:.

~

¢. Cash-card / Prepaid Card/ Wallets |
f. NEFI/RTGS D .
g BHIM/UP] 7

V2

i Credit Cards
b. Debit Cards
rf' ¢. Net Banking _i’ .?6
L - L IMPS (Immediate Payment Services) e
M N
{;

31/,

3. In case of any clarifications, regarding the above Youwmay kindly contact Ms. Kavita Bhatiy,
Dirccmr'(DigiDh;m Mission), Meity. Ph: +91.p) 1-24364729. ):umail: kbhatiate oo i

' séé.":"\ -----

fours ;in cerely, _Dj/ng\.
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Annexure I
Safcxure [
Guidelines for PayGov India — National Payment Service Platform
Background:

Government Portals aims at providing varioys services to the citizens near their
doorsteps in electronic form. [t is seen that many services offered by several states/Centra]
Departments are transactional in nature and require fees to be paid by the citizen for availing
the services.

A need was felt for integrating payment service with thege Portals. The integration of
Payment Gateway for enabling ePayment mPayment will further facilitate the adoption of »-
Government and online request for Government Services ful filling the vision of \aGP,

In this regard, Meity has entered into an agreement with NDML. 4 wholly owned subsidiary
of National Securities Depository Limited (NSDL) for providing a Paymen: G- eway
integrated with the vario us Government services,

PayGoy India:

I. PayGov India has been operated and maintained by NDML.

2. PayGov India will enabiz transactions for a] public private banks in [ndia throygh

a. Credit Cards
0. Debit Cards
<. Net Banking

d. IMPS (Immediate Payment Services)

2. Cash-card, Prepaid” Wallets

t. NEFT/RTGS

g. Cash (VLE May use any mode as above for depositing the fees on behalf of
the citizen)

h. BHIM/UPI

3. NDML will charge transaction fee for every transaction done with the PavGov, the
fee structure for the same ig tabulated below —

‘Sr., Payment Type :i Transaction Fees (Excluding applicable Taxes)

No. i
b ol S _— e e ]

F—T_—_*L_g—__—————- e T e T T B oen
| Net Bankine v Rs. 3 for transaction amoynt up to Rs.300
= s

Y Rs. 10 for transaction amounr ahoy Rs.300

= "-.___‘_"_"f,_‘__;_‘_‘—“"" a
2 Debit Card Zero for valye up to Rs. 200

redi 17y of the fransaction amonn:

-
Co
=1
®
oh)
[
Pt

1 Cashecard Prapaid R3ltor] 30, the: fransdction ym MINY Winchoy er fg



5 TIMPS Y Bik fransaction amount up to Rs. 5,000 i
¥ Rs.7 for transaction amount from Rs. 3.001 to 23,000
v Rs8 for transaction amount trom Rs. 25.001 1o 50,000,
| | ¥_Rs.9 for transaction amount from Rs. 50,001 to 1.00,000.
6 | NEFT ' RTGS ¥ Rs.3 per bayment for any amount

7 | BHIMUPI ' ¥" For transaction value upto Rs. 2000 _ Zero

| | v For fransaction value aboyg&sgt}‘oqt Rs. 7.50 e

4. These rates have been negotiated with NDML specifically for Government
transactions and wil] be consistent across ajl States/UTs/Central Departments.
Moreover, these rates will be applicable only for payments made by citizens/CSC for
availing Government Services and Utility payments.

et |

Guidelines for State/UT:

L. MeitY will facilitate the department in contacting NDML for integrating their sery ices
with PavGov for providing ePayment mPayment services to the Citizens CSCs.

2. State will have to appoint a Nodal SDA Officer for all interaction with NDML with
respect to PayGov who would be focal point for al] integration and payment account
settlement.

NDML will provide reconciliation statement of 3! successtul and fajled fransactions
on PayGov to the tespective State Nodal Officer on a daily basis.

-

o

4. State UT Central Department should validate the reconciliation statement provided by
NDML against their bank accounts. Any deviation may be directly resolved with
NDML.

Process flow for ePayments:

Once PayGoy s integrated, the process for making onlipe payments for the desired
service will be as follows —

L. User logs on to the Portal Website and completes the desired service.

2. Portal Website performs the fecessary validation verifications and specifies the
amount of payment to be made Portal Website asks the user it he/she would like 1o
make electronic payments for the requested seryice.

3. If yes, the user is guided to the payment galeway intertace, where differsny payment
options are proy ided. Le, Credit Card, Debir Card, Cash Card or online Banking.

+  The user selects an option for the available Optioms. Depending on the payment option
selected, the user will be directed ro concern Payment interface.

Yo The nuer has to prowjde durenticansn and Wantation details ro proceed wirh the



The user is intimidated of success failure of the transaction and th

3 1IQ e e

i
tack to the Porra

7. On successful transaction, the user is informed of the successful completion of the
online payment and issyes an acknowledgement receipt for the service.

8. The money is debited from the account of the customer or CSC and is credited to the
Government account.

Process flow for mPayments;

l. The C itizen,/ Agent (customer) shall have Department’s mobile application (Mohjle
App) installed on his mobile, Customer sha]] open the Mobile App for submitting the
online request. e.g. issue of a birth certificate, bj]| payments. Customer shall fil] the
online form conraining the details as required by the specific service providers
(departments). Based on the service type selected. the Mobile App shall identify the
service amount that has to be paid by the customer.

2. Mobile applicarion invokes the mobila browser and makes a call to a designated

e <

department’s central UR[ (managed by the department o its server, hers in after
referred to as “Central LRL™

assing along certain parameters like. transaction

=3

(¥

amaunt, ete,

. Central URL on receiving the input parameters, generate 3 Unique Transaction [d and

creares the raquese Message string as per PasGoy [ndia message specifications,
4 In a seamless manner this Central URL will then redirect the user to the underlying
PayGov India WAP UR[.

> Customer shall be displayed various Payment options such as Debit Card’ Credit
Card Net Banking IMPS erc. Based on the option selected, customer shall be
redirected to the relevant bank card Page 1o make the payment, Customer shall be
required to accordingly provide the relevant authentication derajls [i.e. User D, Card
Number’ Password] at the bank s website: and confirm the payment amount,

> On confirmation of the payment the Customer’s account is debited and the Customer
5 then directed back to the designated Reryrn | RL ithat was recejved in the

ransaction initiation message) within the Mobile Beow ser

Basts this response. Department shal display an achan vedgoment to the customer,
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D.O. No. 12(11)/2017-DPD (MeitY)
January 1st, 2018

Dear Secretary,

Government of India is making efforts for promoting a less cash
economy and to provide the facility of seamless digital payment to all
citizens of India in a convenient manner. Hon'’ble Finance Minister has set a
target of 2,500 Crore Digital Payment Transactions in FY 20 17-18,

2. Digital payment acceptance infrastructure throughout the country is
an important step for enabling wide scale adoption of Digital Payments.
Simultaneously, it is also required to catalyze the mindset change in citizens
through appropriate interventions such as incentives, promotional
Campaigns, award & recognition etc.

3. A co-ordinated effort by all Government Ministries /Departments is of

- vital importance for the success of Government’s initiative for promotion of

digital payments. It is hereby requested that the following activities may be
considered and appropriately incorporated in all organisations concerned
with your Ministry/Department.

a) Enabling all online payment systems to accept payments using
BHIM/UPI, Bharat QR code/ BHIM QR code and Rupay Card.
b) On-boarding of all Billers on Bharat Bill Payment System
(BBPS)
c) Printing of Bharat QR code/ BHIM OR code (preferably
dynamic) on all utility bills, invoices ete
d) Enabling appropriate payment options in all physical payment
receipt counters, such as:
* Prominent display of printed static Bharat QR code/BHIM
QR code at the payment receipt counter to enable customer
to scan and pay.
* Dynamic Bharat QR code/ BHIM QR code on a display
facing the customer.
*Enabling payment receipt  through BHIM  Aad haar PoS

2alollg machines, particularly in rural/semi-urban arcas.
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« Pull request through Mobile no. /Virtual Payment address
(VPA) wherein a payment request of desired amount is
received on BHIM /UPI enabled App of the customer.

e} Offering a visible discount on digital payment vis-a-vis cash.

f) Organizing campaign for promotion of Digital Payments.

g) Recognizing/rewarding the initiatives for promeotion of digital
payments.

4. Standard operating procedure (SOP) for enabling the digital payment
modes and scorecard template for monthly reporting of pregress in Digital
Payments has been attached. It is requested that relevant available
information from 15t April, 2017 onwards, may kindly be informed regularly

to MeitY.
-——_—'——___-—‘ -

Yours sincerely,

S it

- ) (Ajay Sawhney)
Encl.: As above

To

Secretaries of all Ministries/Departments, Government of India




PayGov India

Integration Document

National Payment Services Platform

DeitY, Government of India Initiative

This document is confidential to NSDL Database Management Limited (NDML) and Department of Electronics and Information
Technology (DeitY). This document contains information and data that NDML considers confidential and proprietary
(“Confidential Information”). Confidential Information includes, but is not limited to, the following: Corporate, employee and
infrastructure information about NSDL/ NDML, Commercial rates and values, Technology, Process, Administration and
Management Information. Any disclosure of Confidential Information to, or use of it by a third party (i.e., a party other than DeitY),
will be damaging to NDML. Ownership of all Confidential Information, no matter in what media it resides, remains with NDML
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National Payment Services Platform

1. Overview

Over the past decade, there have been islands of e-Governance initiatives in the country at the
National, State, District and even Block level. Government of India (Gol) perceived that if e-
Governance was to be speeded up across the various arms of government at the national, state and
local government level, a programme-approach would need to be adopted, which must be guided
by a common vision, strategy and approach to objectives. With a view to make all Government
services accessible to the common man in his locality, through common service delivery outlets and
ensure efficiency, transparency & reliability of such services at affordable costs to realise the basic
needs of the common man, the National e-Governance Plan (NeGP) was formulated by the Gol, for
implementation across the country. NeGP envisages web-enabled anytime, anywhere access to
information and services across the country, especially in rural and remote parts of India.
Department of Electronics and Information Technology (DeitY) has envisaged common e-
Governance infrastructure that will offer end-to-end transactional experience for a citizen which
includes accessing various services through internet with payment gateway interface for online

payments.

In this regard, NSDL Database Management Ltd (NDML) on behalf of DeitY have created a common
infrastructure that can be used by Center/States/Departments to offer various services through
their national / state portals with a facility to make online payment using net banking, credit cards
and debit cards. This document lays down the procedure for registering with the payment gateway,

overall process flow for payment gateway and details of the technical integration with the payment

gateway.

<< This space has been intentionally left blank>>
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2. Online Payment Gateway process overview

The State / Department Portal will be integrated with PayGov, the Payment gateway and with the

respective Service provider or Department for the purpose of processing the service request. The online

payment gateway facilities can be availed by the Citizen as well as by the Citizen Service Centers/Agents

for services available at the State / Department Portals. .

The online transaction flow is explained as below:

1.

The Citizen/Agent (customer) shall login to the Portal for submitting the online request. e.g.
issue of a birth certificate. Customer shall fill the online form containing the details as required
by the specific service providers [departments]. Based on the service type selected, the Portal
shall identify the service amount that has to be paid by the customer.

The customer shall select the option for Online Payment at the Portal. The Portal shall generate
a Unique Order number for each request.

Portal shall establish direct connection with the Payment Gateway Interface and initiate the
payment request.

At the payment gateway, customer shall be displayed various payment options such as Debit
card/ Credit card/Online net banking etc. Based on the option selected, customer shall be
directed to the relevant bank page to make the payment. Customer shall be required to capture
the relevant authentication details [i.e. User ID/ Card Number/ Password] at the bank’s website;
and confirm the payment amount.

On confirmation of the payment the Customer’s account is debited and the Customer is then
directed back to the designated Return URL [RU] at the Portal.

The Payment Gateway shall provide the return response to the designated Portal Return URL
received in the initial transaction request. Basis this response, portal shall display an
acknowledgement to the customer.

Payment gateway shall also generate a unigue Transaction ID against each order number that is

received — which could be displayed to the customer; and used for any queries relating to the

transaction.

Page 4 of 15
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3. Registration Process

Every State / Department portal shall be required to be registered with Payment Gateway. Every service
offered by the departments shall be registered and allotted a unique service id by the state /
Department portal. Any payment transaction initiated from the State / Department Portal should carry
the Merchant id and the Service id allotted by Payment Gateway for which the payment request is
initiated by citizen or Agent. The request of only registered merchant ids and service ids will be accepted
by the Payment Gateway for further processing. Further, State / Department Portal shall appoint a
Nodal Agency/Officer for all interaction with NDML with respect to the payment gateway who would be
focal point fo} all integration and payment/account settlement.

1. State/ Department shall execute an agreement with NDML for availing the payment
gateway facilities.

2. Registration of State / Department Portal: State / Department Portal shall forward duly
filled Registration forms to NDML for registration with the Payment Gateway. Payment
Gateway shall allot a Merchant ID to the State / Department. The merchant ID should be
mentioned in all online payment transactions.

3. State / Department shall provide the Bank details for crediting monies collected through
payment gateway. Nodal Agency/Officer would maintain a Database of all bank accounts for
all the services integrated with the payment gateway with the corresponding
Department/Service in which the service fee is to be credited. This information is a pre-

requisite for the integration of the payment gateway.

4. Technical Integration with Payment Gateway

Key aspects of the integration between the Portal website and payment gateway are described below

4.1. Transaction Process
1. Customer logs-in at the merchant’s ‘Portal’ (website).
2. Portal displays various services that the customer could use, e.g. issue of a birth certificate. The

details as required by the specific service providers [departments] are to be captured by the

portal.

Page 5 of 15
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3. The Portal will decide the specific amount that has to be paid by the customer; and the
consumer clicks on ‘Make Payment’ at the Portal.

4. Portal now establish a connection with the Payment Gateway Interface and initiate the payment
[refer the section on Payment Request in section 4.2 below]. At this point, the following key
parameters will be provided by the Portal to Payment Gateway

a. Unique Order Number [for every request initiated by the Portal]

b. Transaction Amount

c. Merchant ID [this is unique for each State /Department Portal]

d. Service ID [this will be the specific service provider for whom the payment is collected]

5. Return URL [where the payment response is required]

6. At the Payment Gateway; the customer is displayed various ‘payment options’ that the
customer can use for e.g. Credit Cards / Debit Cards / Online Net banking.

7. Customer chooses the payment option and is taken to the relevant bank page. Customer then
enters the relevant authentication details [i.e. User ID/ Card Number/ Password] at the bank’s
website; and then is requested to confirm the payment amount.

8. Customer’s account is debited and the Customer is then directed back to the designated Return
URL [RU] at the Portal.

9. The Payment Gateway will provide the return response to the designated Portal Return URL
received in the initial transaction request. There are two responses provided by the Payment
Gateway:

a. Browser Response — this is provided to the Return URL through a redirection mode; and
can be used by the Portal to display the status of the transaction to the customer.

b. Server-to-Server Response — this is provided to the Portal at a fixed Return URL through
a TCP connection directly by the payment gateway to the Portal Application. This
response can be used by the Portal to update its system and initiate the service delivery
to the respective department.

10. Payment gateway also generates a unigue Transaction ID against each order number that is
received — this could be displayed to the customer; and used for any queries relating to the
transaction.

Page 6 of 15
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4.2. Payment Request

* After the customer clicks on PAY [within Portal website], a request needs to be generated by
Portal to following payment gateway URL for each payment with the parameters indicated:

[PayGov will provide the URL as part of the integration activities]

MERCHANT

Parameter Sample Value Description

MerchantID ABCD To be provided after setup

CustomerlD 123456789012 Payment Reference ID [this is the
id provided by Payment Gateway
to NSDG/SSDG. If NSDG/SSDG is
not applicable, then State/
Department Portal’s Unique Order
ID to be passed.

TxnAmount 100.00 Transaction Amount

CurrencyType INR Fixed Value (max length 3)

TypeFieldl R Fixed Value (max length 1)

SecuritylD abed To be provided after setup

TypeField2 F Fixed Value (max length 1)

Additionalinfol 5630147521 State/ Department Portal’s Unique
Order ID

Additionallnfo2 Servicel Service ID [will vary as per the

service provider or department]

RU

http://www.domain.com/response.jsp

Return URL where the payment
gateway response is to be

received by Merchant

= Payment Request Message description

MerchantlD | CustomerID|NA|TxnAmount [NA|NA|NA|CurrencyType | NA| TypeField1 | Securityl
D|NA|NA|TypeField2|Additionalinfol|Additionalinfo2 | Additionalinfo3 | Additionalinfo4 | Additi
onallnfo5|NA|NA|RU

Page 7 of 15
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Sample message for checksum value generation

ABCD|123456789012|NA|100.00| NA|NA|NA[INR|NA] R|abcd | NA|NA|F|5630147521|Service
1|NA|NA|NA|NA|NA|http://www.domain.com/response.jsp

Assume the checksum value generated was 3712345678

Sample Txn Initiation Message to be sent to payment gateway URL as parameter ‘msg’

ABCD|123456789012|NA|100.00| NA|NA|NA|INR|NA|R|abcd [NA|NA[F|5630147521 | Service
1|NA|NA|NA|NA|NA|http://www.domain.com/response.jsp|3712345678

4.3. Payment Response

The payment response is sent to the Return URL [RU] specified dynamically by Portal for each
transaction. This response is a browser response and the message will be posted to the Portal’s
Return URL as a parameter - msg

Response Message description:

MerchantlD |CustomerlD | TxnReferenceNo | BankReferenceNo | TxnAmount | BankID|BankMercha
ntID | TxnType | CurrencyName | ItemCode | SecurityType | SecuritylD | SecurityPassword | TxnDate |
AuthStatus | SettlementType | Additionalinfol|Additionalinfo2 | Additionalinfo3 | Additionallnfo4 |
Additionallnfo5 | Additionalinfo6 | Additionalinfo7 | ErrorStatus | ErrorDescription | CheckSum

Sample Response Message

ABCD | 123456789012 | MSBI0412001668 | NA|0000100.00 | SBI| 22270726 | NA|INR|NA|NA|NA|
NA|30-12-2012
16:08:56|0300 | NA| 5630147521 | Servicel|NA|NA|NA|NA|NA|NA|NA|3734835005

Please note — MERCHANTID and the CHECKSUM KEY would be provided at the time of integration.

Refer ANNEXURE | for a detailed description of the Checksum Key and related process.

4.4. Payment Updation process at Portal end

Portal will receive the browser response and display an acknowledgement to the customer.

Portal will receive the server-to-server response and do the system updation at its end. The following

process should be followed at Portal end for receiving and processing the payment response:

(a) Receive and Read the Payment Response message —msg at the Return URL

Page 8 of 15
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(b) Generate the ‘checksum value’ for the Payment Response and validate it with the ‘checksum value’

(c)

received in the Payment Response. If they match; proceed to step (c) below; else display a Payment
Rejection message to the customer.

Update the original record in the merchant system based on the ‘AuthStatus’ field received in the
Payment Response. Refer the table below for various values that are received in the AuthStatus

field, and the related Transaction Status. The updation to the original record must be done as

follows:

Successful transaction [AuthStatus — 0300]

Update <record> set STATUS = ‘SUCCESS’ where ORIGINALSTATUS="PENDING’ and

ORDERNUMBER=" 1073234’ and TRANSACTIONAMOUNT="2400.30’

Failure transaction [AuthStatus — other than 0300]

Update <record> set STATUS = ‘FAILURE’ where ORIGINALSTATUS="PENDING’ and ORDERNUMBER=’

1073234’ and TRANSACTIONAMOUNT="2400.30’

(d) The above updation process ensures the following:
01 Only the original record is updated [through the Unique Order Number]
O The record is updated only once [for original status=PENDING]

O The record is updated for the same “Transaction Amount’ that was initiated by the merchant.

=  Authorization status

AuthStatus Status Reason Proposed Transaction Status
“0300” Success Successful Transaction
“0399” Invalid Authentication at Bank Cancel Transaction

“NA” Invalid Input in the Request Message Cancel Transaction

“0002” Payment Gateway is waiting for Response from Bank Pending Transaction

“0001” Error at Payment Gateway Cancel Transaction

For all AuthStatus that is not a Success, an ErrorDescription would be provided in the Payment

Response,
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4.5. Key Points for a Successful Integration

¥ Payment Request
No | Area Description
1. | Secure Payment Gateway | Always use “https” for the Payment gateway URL where the request
URL will be posted.

2. | POST method * Always Use “POST” method
* Variables must be sent as HIDDEN values

3. | Referral URL Always call the Payment Gateway production URL from the Referral
URL only; which needs be shared at the time of integration.

4. | Length of parameters Each parameter field should not be more than 100 characters. A ‘NULL
value will not be accepted for any parameter.

5. | Special characters The following characters are allowed in the parameters that are sent
to Payment Gateway:
space, hyphen, underscore, dot and @
Please note special characters by default are not enabled for the
parameter values; they have to be enabled on request. Also it is
important to note that not all special characters can be enabled.

6. | Transaction Amount In the test phase of your integration, only Rs. 2 can be used as a

transaction amount.

Payment Response

No | Area Description
1. | Checksum Validation Always validate the checksum before updating the transaction
response
2. | Verify  whether the [ O Onlythe original record is updated [through the Unique Order
updation is as per the Number]
process specified in the | O Therecord is updated only once [for original status=PENDING]
interface document O The record is updated for the same ‘Transaction Amount’ that was

initiated by the merchant.
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5. Settlement Process

5.1. Reconciliation Process [at PayGov]

o On the next working day of transactions, PayGov will reconcile the online transactions with
the credits received based on the batch files received from the bank(s).

o After reconciling, PayGov will generate an MIS report — that will include the Order Number;
and the Transaction ID generated by PayGov.

o This report will contain the successful transactions; and the refunds that would have been
initiated by Merchant for specific transactions.

o Net amount [of PayGov Charges] will be provided to Merchant with an MIS Report
['Merchant TID Report’].

5.2. Merchant TID Report

The merchant will be able to login to the Merchant Interface and download a daily Merchant TID
Report. This report provides a summary of:

o Settled Transactions
o Refund Transactions

o Chargeback Transactions

In addition to providing details as mentioned above, the Merchant TID Report gives an overall
summary with respect to the ‘Net Credit’ amount.

5.3. Refunds Processing
Refunds [if any] to be identified by merchant and should be initiated with PayGov.

Refund process workflow
The following process should be followed at the merchant end for processing refunds:

(a) Create afile in the standard format [refer format below] and provide the same to PayGov
(b) PayGov processes the refund file on a batch basis.

(c) Refunds that are successfully received are then processed with each of the banks as per the
workflow defined with the banks.
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Refund — a transaction that is already settled for the merchant. Part of the transaction
amount can also be refunded by the merchant.

Cancellation — a transaction that is not settled for the merchant. Only the entire transaction
amount can be cancelled by the merchant.

(d) Refunds successfully processed will be displayed as a deduction in the next ‘Merchant TID
Report’ that is generated for the merchant.

Format of the refund file will be as follows:

txn_id,txn_date,customer_id,txn_amount(Paise format),refund_amou nt(Paise format)

Field Name Notes

txn_id PayGov Transaction ID received in the Payment Response
txn_date Transaction Date in YYYYMMDD format

customer_id Will be the value set in ‘txtCustomerlD’ in the Payment Request
txn_amount Transaction Amount; in paise format [for e.g. 100.00 will be 10000]
refund_amount Amount to be refunded; in paise format

For example:

MUTI0803612345,20130731,6012345,100000,100000

Sample Refund File Naming Convention: MerchantlD_Refund_yyyymmddhhmmss.txt
Notes:

e File should be a .txt file

e Values should be separated with ‘comma’ delimiter

s The refund file must not contain any column headers

e All fields are mandatory in the refund file

e Refund File Name can take maximum of 50 characters without spaces

Page 12 of 15



—

& Pay 2
& Gov India

National Fayrmant Services Platform

National Payment Services Platform

6. Next steps

e Merchant to confirm the integration process and discuss any clarifications required.
Merchant to confirm their tech platform; parameters for the integration along with validation
information.

e Merchant to confirm the Referral URL to be used for the test phase.

e Merchant to provide Nodal Bank Letter for payout related setup.

e PayGov to initiate the technical integration development at its end.

e PayGov to share the URL for testing/UAT post completion of the development.
Merchant to provide a UAT signoff.
Merchant to confirm their Referral URL to be setup for production phase.
Merchant to provide Operations Contact Matrix for the process.

e PayGov to complete the go-live related setup.
PayGov to confirm go-live readiness to merchant.

e Golive.

7. Disputes/ Charge backs

Potentially, as per the card associations [Visa/ Mastercard] guidelines, cardholders can dispute a charge
[generally within 180 days of the transaction date] that they see against their credit/debit card. The
card holder would raise this dispute to the issuing bank on grounds that he/she did not do the
transaction; or that the Portal has not rendered the services for the specific charge.

This process is briefly described below:

i
2,
3.

Customer raises a dispute with the concerned bank.

The issuing bank would in turn raise the dispute request with the Acquiring Bank.

Acquiring Bank will inform Payment Gateway about the dispute request notice [Payment Gateway
needs to revert to the acquiring Bank within Seven working days after receipt of this request].
Payment Gateway shall immediately intimate the Portal of the dispute request notice along with all
the relevant details of the transaction [including Portal Order number, Transaction Date, Transaction
Amount, Payment Gateway Transaction Reference Number].

Based on this intimation, Portal shall verify the dispute request based on its internal process. Portal
will need to provide Payment Gateway with a response within three working days with the
following:

e Success Updation Screenshot — this screenshot could be from Portal system and could
indicate the details of the customer where the credit has been provided against the
purchase. Payment Gateway will provide this screenshot along with the transaction
details to the acquiring bank for addressing copy request/ chargeback requests.

e Cancellation approval — in case the Portal determines that this transaction can be

reversed to the cardholder account; Portal to initiate the refund transaction as per the
process defined in Section 3 above.
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6. Based on the response from the Portal, Payment Gateway will respond to the Acquiring Bank about
the copy request/ chargeback notice.

7. All disputes would be resolved in accordance with the rules/policies laid down by Visa/ Mastercard/
American Express/ Diners in this regard.

8. For any chargebacks that are received and debited by the acquiring bank, Payment Gateway would
intimate and pass on these chargebacks to Portal; and this amount will be deducted in the Merchant

TID report.

Page 14 of 15



—

& Pay =
<>Gov India

Natioral Payment Services Platio

National Payment Services Platform

ANNEXURE | — Checksum calculation

The checksum is an important part while receiving messages from Payment Gateway. When the
merchant receives the response from Payment Gateway, a new checksum is generated at the merchant
site to verify the received one. Any differences in the checksum imply that the messages have been
modified or received erroneously.

Payment Gateway will provide a checksum component to the merchant to generate the checksum. The
Checksum component will require a message string and common string, i.e. password (Payment
Gateway and the merchant would share a common password to generate the checksum) to generate
checksum.

msg — Checksum will be required for this message and has to be validated by the merchant.

Payment Response string

MerchantlD | Customer|D | TxnReferenceNo | BankReferenceNo | TxnAmount|BankID|BankMerchantID | Tx
nType | CurrencyName | ltemCode | SecurityType | SecuritylD | SecurityPassword | TxnDate | AuthStatus | Settl
ementType | Additionalinfol | Additionalinfo2 | Additionalinfo3 | Additionalinfo4 | Additionallnfo5 | Addition
alinfo6 | Additionallnfo7 | ErrorStatus| ErrorDescription | CheckSum

Checksum will be calculated for the string -

MerchantID|CustomerID| TxnReferenceNo | BankReferenceNo | TxnAmount|BankID|BankMerchantID | Tx
nType | CurrencyName |ltemCode | SecurityType | SecuritylD | SecurityPassword | TxnDate | AuthStatus | Settl
ementType | Additionallnfol | Additionallnfo2 | Additionalinfo3 | Additionalinfod | Additionalinfo5 | Addition
alinfo6 | Additionalinfo7 | ErrorStatus| ErrorDescription

For example, suppose the Response message for a particular transaction is as follows:

MERCHANTID | 1073234 | MSBI0412001234 | NA| 00002400.30| SBI | 22230123 | NA| INR|NA|NA|NA|NA |1
2-12-200416:08:56 0300 | NA|NA|NA|NA|NA|NA|NA|NA| NA |NA| 3734835005

Following checksum string will be passed to checksum component with checksum key

MERCHANTID | 1073234| MSBI0412001234 | NA|00002400.30| SBI| 22230123 | NA | INR|NA|NA | NANA| 1
2-12-200416:08:56|0300| NA | NA|NA|NA|NA|NA|NA| NA | NA |NA | checksumkey

Calculated checksum value at the merchant end should be 3734835005 as in response message. This
should be matched and then the transaction should be taken for further processing at the merchant’s
end.
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