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Chief Vigilance Officer
To

The Directors/Heads of all National Laborites/Institutes and Units of CSIR.

Sub: - Instruction regarding more cautious while dealing through email where
financial transactions are involved.

Sir/Madam

Recently it has come to the notice that in one of CSIR Laboratory payment of
the supplier was processed on the basis of bank details obtained through email and
amount was credited on the basis of information received. It emerged that email was

not from the genuine source and payment was made to wrong account instead of
the account of actual supplier.

Though, email is widely used as mode of communication in Government as
well as private organizations, it cannot be totally relied upon especially in the matters
related to financial transactions. This channel of communication is prone to hacking

and could be used for ulterior motives. Incidents of cyber fraud are increasing day by
day.

Therefore, it is advised that Officials/Officers dealing with financial
transactions, should obtain the desired information relating to the financial
transactions at the time of submitting bids/tenders, so that they need not to get the
information again. Even if such information was given/received through emails, it
should not be totally relied upon and information received through email, should be

confirmed through other reliable mode of communications, before initiating any
financial transactions.

Contd... /-



The above instructions may kindly be brought to the notice of all concerned
for information and strict compliance.

Yours faithfully,

A
| A Do

(Lt. Col. Vikram Singh Rana)

Chief Vigilance Officer
Copy to: -

1. US to Director General, CSIR
2. PS to Joint Secretary (Admn.)
3. Sr. DS/DS/US/Sr. COA/COA/AO of all CSIR, Labs. /Instt and Units.

A& Head, IT Division with the request to upload this letter on the CSIR website.
- 5. Office Copy



