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Amrit M hotsay STLHU Ha+, 2, I%! A7, 78 R<r.110 001
Anusandhan Bhawan, 2, Rafi Marg, New Delhi- 110 001

Dated

. /UAUTH/1/24-25 AT /Dated:08.04.2024 q

Qs fad AeedR

From: Financial Adviser

Far ¥ . QUEIEHR H Fl T TEETRITe/ S /e /w6 aRs faq va o
s, g d o B3, Ad tg o R, sEEer dfRedifEd wd e

To . The Sr.COFA/COFA/FAO/SO (F&A) of all CSIR Labs/Instts/Hgrs/Units

for; DU HRAT(UTTE T & v el Hse st % v B gren gund)

Qe 2024
Subject: PFRDA(digital Safety Practices for Government Nodal Offices Under NPS
Architecture)Advisory,2024.

HARISAT/FAAST Madam/Sir,

T2 30 vy X e ARy Rfamrs R it & oE 0T {1 NUHEIRET/17-
18/08/11/0001/2024-THgWI-THS Al 27.03.2024 3Uehr S, ARESA AR U &
fow 3R o & fAder g3 ¥

| am directed to forward herewith the Pension Fund Regulatory and Development

Authority letter No-PFRDA/17-18/08/11/0001/2024-SUP-SG dated 27.03.2024 on the
above mentioned subject for your information, guidance and compliance.

HAEA /Yours faithfully,

Enclosure:- JATTY/As Above ' % 2 W ‘

ﬂ?ﬂ'ﬁ AN/ Mano;
' fag e o (AR @ tma
Finance & Accounts Officer (Fund & Pension)
mﬁ/Copy to:-
1)U AT/ CSIR Website

Z)HTI'&‘IH?I ufd/Office Copy.

Ehonfas : EPABX-23710138, 23710144, 23710158, 23710468, 23710805, 23711251, 23714238, 23714249, 23714769, 23715303
ax : 91-11-23714788 Website : http://iwww.csir.res.in
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PENSION FUND REGULATORY AND DEVELOPMENT AUTHORITY

File No.: PFRDA-17/08/11/0001/2024-SU

To,

P-SG Date:27.03.2024

All PrAOs/PAOs/DDOs of Central Government & CABs
AlIl DTAs/DTOs/DDOs of State Government & SABs under National Pension

System Architecture

~¥Ig 2023 INDIA

T Fgieg/Age,

AT FUEHRET  (TadTy U9 $isubject: PFRDA (Digital Safety Practices

Dear Sir/Madam,

for Government Nodal Offices Under

W TN Asd sReEl & e

RBfoee e vurd) e, 2024

A W (TAATHE Ty &)

AU 3TRET/2024/0 7 /Tag - HISTTES1/01
TR 21.03.303% HITd FY|

FiFIRET a& saiRa #

FORAT Teordad Yo A RfFusEs 3i|Please find enclosed PFRDA's circular no.
[

HTT TP Ased FrETeAT & f?‘WSafety Practices for Government Nodal
RfScer §Rem ward) o, 2024 HOffices
RFdey H NIURARET HI IRYT &I

2. 39 3*301”-1 g & 3T & IS It is requested to kindly disseminate the
safeifRa Aza Fe™r F gl mabove advisory to all the concerned officials of]

NPS Architecture) Advisory, 2024

PFRD A/2024/ 0U SUP-CGSG/O1 dated
27.03.2024 regarding the PFRDA (Digital

Under NJPS
Advisory, 2024.

Architecture)

your underlying nodal offices.

d1eY /Yours Sincerely,

e
) N\
(fasry DA ﬁgmﬁar Singh)

HET Al g&teh /Chief General Manager

/- 114 /¢, BAufe Rah wa=, HRIFTE &9, Peaikar wvy, ¥ fAeen—110016 /P
AZZJ,'T“ TRAIY : 01126517501, 26517503, : 011—26517507, 9qHTST : www.pfrda.org.in 7*»
Amrit Mahotsav B-14/A, Chhatrapati Shivaji Bhawan, Qutub Institutional Area, Katwaria Sarai, New Delhi-110016

AN 1
3T Wt
Phone : 011-26517501, 26517503, Fax : 011-26517507, Website : www.pfrda.org.in |
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¥ foo RS qrear womd) wwmwef, 2024 (Few) STG FLAT G
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5.1 3FUETAT B} TAIIET F SR

5.1’.1.awﬁ6ﬁaﬂ%ﬁmﬂmshvs%¥ﬁa{mmﬁ&mmmw, f¥reTar gRT UeH fbg Y
G doliavul Bid 3R TEAE Harsdl AUl & SuR THSHR & T UGG 38
T ("3NdIEl) 3R FHAR P JaT iR A Iude THGR! & 1Y IAmid fear s

5.1.2. TR Fomelt F TRed/THIG & Uga FYfd Qrau/aaIvE & 9r-9rd SuaiTadl gRI Y3RY
gorelt ® Tdtey ¥ defdd nfafafia /e & o feeft faaam & dafia o gag @ery ureit
& TRUER &R &1 e faan s

5.2. if¥rgrar vavamg nfafafiat

5.2.1. fSforecfianvon 3R Wy womedt & e e THa, "S-, AT MHRd, o AW givadd, ud
% uRad, Mesd G § uiady, e R faw & fau fAww, 8% @ faaxo afga fed o
IRY R THG! & IR OfEa TR T & w1y Iferd T & a8 HET 9 Wi SRy
& AR f$frea yrmiieRu G SaR yrTofieRon & Iy I8 T SR srHifed faar smem|

5.2.2. 3fErd/aRad SR % fre fdfad 3R Terd waReRur & S/ wHIg us wwa §
5.3. fro™ iR waamgRvI/grar

5.3.1. TRT yumelt W Ao /maeRu orRiy Fufed #va gwy, SifiEar/<[eR Rl UeH &t TS
THGRT &1 TBAE Gxaldel AR HHIRT & JaT HHaE # Iuas TSR & 1Y Fanfud fear
ST

5.3.2. PRT yomeht & vRga/sgHieT @ ugd fefea ymmfieru O stur yamiieR) & agfd
AEYTR/THI0A & J1Y-1Y SHETarsil/gaeR & e,/ aamgRul/grar SRl & fomr fbd fawe
& T Ha GHY HISRY YR & AT &1 Ure &1 g

6. SJUNY:

6.1, UISRY YUl BT ITTNT H3A & forg iy ywofiesrur (2UHT) AR FHRAT- 2FA & AT 4 UTHdS
F N PR B U fafed wa St ot B, o smiak R Iuanreaief gR1 TSR & U6
fEia® TR B Ua™ HA1 51al 3, SN fh 39 TeTsd (Sagd W UHll T H1g | 59 Jfaur &1 fa
foradt faaam & ar] B I9@T AT o S Tebd 8

6.2. TYaftid qRem euSe W a9 ; TRy WiteadR 3R BERAld &l Faftd ©u / suse faar o
AT | TP ATG], FHASING! B GH B 3R JUel H IH WeR| A 9 o forg fafia sude
AT &, T A 3USc AT fPU o1 Fepd B

63. 3MPHS & Iewu ¥ Fue R ARTeR : sipsl Iwgdl & RAféT 3R 3% &7 #x1 & fog @y
APl R fru oA =nfen arfes 3% gvra o qran geamsil & =gaay fan o 9|

6.4. TR&mufnern : Frafia wiRierr 9 Q gRem qatad wush @) Yeg d 1 Hee fHadl g ok a8 ghfga
foma ST § b et IRa @Rt & Ui Tadh R

6.5. U3 BT TO&0 3R NI BT : NS DI B JR&T HHNNRA! Bt Aiehd TU Y UM Al
3R I8 R I F fore Fraftya =u @ o o1 ufieror ar Nerar &1 SHIHTA BT il
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7. = feanfadar

7.1, UHNY R & fdifd Aed srafadl & el & e siale ageR WRan Aifa & el ¢k
HTifad B

7.1.1. U AU AIgaR YR&f A AR &1 o It wee ok feznfd=i & gy wRfed &l

7.1.2. fefSrea e gffya oA & for wadiny @ Gafta Arsa srafaal ot wy yffrersit ok Rraefal
W gad U SR gfar RIfUd &A1

7.1.3. SWRA WIZHR WR! R HHNNRGT & R A & fw i & wyg-wg w wften 3R g9 srraH
fabar ST

7.2. Aead MR TETAT YR
7.2.1. Rf8a Feads srawiag 3R i Fdzor wifdd e

7.2.2. WTARETd, UG &1 Udl T SR AU Horell, iR YRET a1 3R gde Asiie (SIEm) Ried o
Hefdl IR SuHRUT AR BT

7.2.3. Gifad Yerar & fafgd w3 3R I qR B & g Aead Iuson, rquan 3R Jarsit & Frafia
VAT 3TH T 3R ITb UGS BT ULNEI0T BT

7.2.4, 3R, a9 3R wroRara of @aft Fedad ged) & QRIEd SR wifdd A1

7.3. i /SuahT fAaE

7.3.1. 3ficmgl 3R wumTelt & 3FfGd IuglT &) Vb & faw Sfvnmy = &) aradt | FAafad s
7.3.2. Toigd Uras Hifoat iR 9g-dRe yHfier &3 &l arg bl

7.3.3. gAdH fAaRwiieR & Rigid & snur o ifim RIRwfieR wear &A1

7.3.4. Faftd &u O geflen w1 R sFaRgs AR RARAwiieR B ger |

7.4. G&T WS AR WiRreror

7.4.1. SHAING! & g Fafid Wger QRem SRewar drisH STafd &Rl

7.4.2. G A 1 FHTEH SR IUD! Y& & fag watan wursfi R sranial o ufdiféa e
7.4.3. TR Sfk wrfes 3ifird=ror grt SR My AgeR Wakl & AR H wraral o) fRiféa s
7.5. Raifén 3k weam

7.5.1. gRe&f Haeh ge13{l &l qid RUid & & fore dx waifda s=m

7.5.2. @R & Ghur STHGR] AR Fafaw gyl &) wrgn #3 & e Grgsr qRanm & forg Rmier s
Fefiepa ORI & a1y weah S|
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| AT V- Halaw gurd

8. TANGH & 3faiia g ot 13 AM-3MEST & T TrHae yde :
3Ffpd IuanT Ty forddt off aafad & o Ue 9t 9o 8, o YR T WIEHH T1 Todie O
fearEa &1 IUAT FRA § 1 39 9%-37 Q UHIfa aufdaal & fo Heaar o) &1 Joar o atfipd
WHSRY, fdia stids| a1 SAga A o1 e, faxfta Jeam enfe dwifaa afvom & it
g1 WA 3R IWAR W ITANT T S a8 TS | gyufedt &) eugfen 3oy ae mart @
TET 3R IGHT A0 U R B Aeg et o B 1 ot urad bl Ae ok vefid aR 9Ha 59
afad guTd Fafafed &,

8.1. G U H ATH 10 &R} A U Holgd URide a1, Forad sierR, Tveam ofR quf 2nfira gl

82. Gl URaE (O, 30T, R, 3Nfe) Pl &R d1F He A 1 I 1 Us dR Iedl I I1fu|
8.3. TR UdE &1 G JUdT 9 HI|

8.4. UGS &l $HLR, Tegd, Ay A, a1 frdt 3y ®M W, Te! 3Ffiigpd fd I @il Gdhd g Al
DT START R T&bd &, TSR ¥ gl 3@1 o1 ey |

85 UNAS &l HagRld SR HFI ST 3R 32 fordht & a1y g = fapar S|

8.6. 3MUd UMY HINE UAH AIM-3 WA & 1T AR S(ET-ATHT UrFS B ITART B | G 3P gRI
TN &t T alcll HI3 TIST 8 &l Sl & dl, Th I e Wral & 1 v & uras &1 uanT
H P PRUT b5 SIRAAI BT FRT T I8aAT @ |

8.7. gl il TP gRI "UIaE UG & G ) Hahdl U1 STl 8, 981 35 IUUNT B R SRABR
B

8.8. &M ¢ &, FHGR UGS &1 ¥4 AUHIR graT s :
o VUGS # 10 A HH 3ER B B
o U Urad frdt et (3ol 1 gl A ran 9M aren H1E W Ve Bl g
/ ST / DI U IS & 1, FER B Ysaldal AR A, FAIS, Wge, HUMHA], FreamR

3R G|
o SR 3R 3 AR TFHRT 9l Udl 3R BF s |
o WeZ U1 Y& U o 123456, aaaaaa, qwerty, asdfg, zxcvb e
9, U IR :

st el g1 $Ae R 3 g o wdian vt Fafiea §
9.1.1. 3NMAFNF TR F AT Had WHR §RI U S0 Ud! BT ITART HY (O nic AA)|
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PENSION FUND REGULATORY AND DEVELOPMENT AUTHORITY

Tﬂ.‘)ﬂ\z‘gzg INDIA

CIRCULAR

CIRCULAR No.: PFRDA /2024 /07 /SUP-CGSG/01 27.03.2024

To,
All PrAOs/PAOs/DDOs of Central Government & CABs;

All DTAs/DTOs/DDOs of State Government & SABs under National Pension System
Architecture.

Subject: Pension Fund Regulatory and Development Authority (Digital Safety
Practices for Government Nodal Offices under NPS Architecture) Advisory, 2024

Authority hereby issues, Pension Fund Regulatory and Development Authority (Digital
Safety Practices for Government Nodal Offices under NPS Architecture) Advisory, 2024
(enclosed) for guidance of all the Govt Nodal Offices under NPS.

The same is also available on the website of Authority (www.pfrda.org.in).

Yours Sincerely,

(Vikas Kumar Singh)

Chief General Manager

[
Azadik,
Amrit Mahotsav

14 /¢, TR Rrareh w9, e dRIFw &7, Feaar wE, 1§ Reehi-110016

-
TRV : 011~26517501, 26517503, : 011—26517507, qawTge : www.pfrda.org.in 7@7:5':

B-14/A, Chhatrapati Shivaji Bhawan, Qutub Institutional Area, Katwaria Sarai, New Delhi-110016
Phone : 011-26517501, 26517503, Fax ; 011-26517507, Website : www.pfrda.org.in
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GLOSSARY
Act Pen_sio; Fund Regulatory and Development
Authority Act 2013
CAB Central Autonomous Body
CRA Central Recordkeeping Agency
CG Central Govemment’ _ ]
DDO Drawing & Disbursing Office (DDO)
DTA Dire:ctorate of Treasuries and Accounts
DTO District Treasury Office o
NPS Na_ti;nal Pension System -
PrAO Principle Accounts Office
PAO . Pay and Accounts Office _ i
PFRDA/Authority | Pension Fund Regulatory a—n:l I;evelopment '
Authority
PRAN Permanent Retirement Account Number ;
SAB State Autonomous Body o 1
SG N | State Government |

:
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PENSION FUND REGULATORY AND DEVELOPMENT AUTHORITY DIGITAL SAFETY
PRACTICES FOR GOVERNMENT NODAL OFFICES UNDER NPS ARCHITECTURE) -
ADVISORY, 2024

CHAPTER- I- SHORT TITLE AND COMMENCEMENT, OBJECTIVE AND APPLICABILITY
1. Short title and commencement:

1.1. These advisories may be called the Pension Fund Regulatory and Development
Authority (Digital Safety Practices for Government Nodal Offices Under NPS
Architecture) Advisory, 2024.

1.2. This advisory is to be construed and acted upon, together with any other guidelines on
cyber security and digital safe practices, as may be applicable in the organization or
which it is obliged to follow.

2. Objective:

To establish a comprehensive strategy that integrates optimal methodologies, instructional
initiatives, and pre-emptive actions to address possible hazards, safeguard confidential data,
and encourage ethical digital safety practices while accessing the digital platforms provided
by CRA to conduct the activities related to NPS by the nodal offices of Central/State
Government (including autonomous bodies under it) identified for conducting various
activities under the architecture of NPS. This advisory aim to encourage fostering a culture of
digital safety awareness under NPS architecture by equipping people with the knowledge to
keep the digital safe by establishing norms for digital safety and following the best practices
while performing various activities related to NPS by the nodal offices at various levels such
as registration, NPS account maintenance and during exit/withdrawals.

3. Applicability:

This advisory shall apply to the nodal offices of Central and State Governments (including
autonomous bodies under it) for their functions under the architecture of the NPS. This
advisory is in addition to the Cybersecurity and other related guidelines issued by
MHA /MEITY and Cert-In and in no way reduces the liability of the officer for any omission
or commission in the discharge of their duties.

CHAPTER II- DIGITAL SAFETY PRACTICES TO BE FOLLOWED BY GOVT NODAL
OFFICES UNDER NPS ARCHITECTURE

4. Safety Measures while utilising credentials:

The function of nodal office(s) in the Government Sector i.e. Central State Governments
including Central and State Autonomous Bodies in relation to NPS is of paramount
importance and vital as it begins with subscriber registration and continues till the
authorization of exits/withdrawal requests of the subscriber-employees. To enable the Nodal
offices to fulfill such function/role in the CRA system, the Nodal offices have been provided
with separate maker-checker login IDs to access the CRA system. Apart from the above, the
following ‘Digital Safety Practices’ may be followed under the NPS architecture while
accessing the CRA System-
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3

~4.1. Allotment of the IDs (maker and checker) to employees/officials having different
levels of hierarchy (the checker being the senior official) in the concerned
office/ Government Department.

4.2. A "Log Book/record” to ensure that there is no unauthorized access of the Login IDs
given by CRAs. The said Log book/record may specify inter alia the Name of the
official/staff/ personnel who have been provided with the login IDs & passwords for
accessing the system and the record of subsequent changes in the allocation of said
Login IDs. Also, the responsibility for the transactions processed/authorized in the
CRA system through the given Login IDs shall lie with the officials/staff/ personnel to
whom such Login IDs have been allocated at the time of these transactions.

4.3. Users should not intentionally use the computers to retrieve or modify the information
of self/others, which may include password information, claims data, contribution
data, withdrawal requests, PRAN detalils, etc.;

4.4. Antivirus software can help to detect and remove viruses from your computer, but
only if you keep the antivirus software up-to-date. Set firewall and antivirus to scan
actively all the files downloaded/uploaded;

4.5. Access to the CRA system should be done by officials of the Nodal office so authorized %
and Passwords/login details etc. are not be shared with unauthorised personnel; |

4.6. To maintain absolute confidentiality and integrity of all records, data, and information
including subscriber’s personal information, contribution, and claims data;

4.7. Users are responsible for safeguarding their User Id and Passwords and must not share
passwords/Digital token with other persons;

T 7

4.8. To change the password once in four weeks or when you suspect someone knows the
password or when one Nodal officer is transferred and another nodal officer joins
in. Also, the passwords should be kept confidential and are not to be written anywhere.

4.9. Apart from usage and safeguarding the login credentials, i.e. user ID and password
any additional safety measures such as Aadhaar-based authentication through digital
token/OTP is also to be used only by the authorised person and responsibility for
safeguarding shall lie on him/her only.

4.10. To carefully process/ verify all financial and non-financial transactions including
the exit/withdrawal request/ change in any KYC/ Bank detail/ ERM transaction.

4.11. The officers assigned with the CRA system credentials to execute and approve
transactions, are required to adhere to the laid process including authentication
process established in CRA system.

4.12. The Nodal office may carry out regular audits to scrutinize whether the digital
safety practices as advised by the Authority are being followed in letter and spirit.

4.13. All financial/non-financial transactions should be processed only after doing
necessary due diligence offline through service records and necessary supporting
documents along with the subscriber request forms must be mandatorily uploaded in
the CRA system, wherever applicable.

4|Page
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5. Digital Safety Measures and Precaution while processing NPS-related
transactions/activities: The Nodal offices are fully responsible for transactions processed
in the CRA system including withdrawals. Accordingly, all transactions must be processed
only after being fully satisfied with the same during all journey of subscriber, i.e.
registration, maintenance and exit/claim settlement.

5.1. While onboarding subscriber

5.1.1. While digitisation and uploading of documents on the CRA system, the
information as per the Subscriber Registration form and supporting KYC details,
as provided by the subscriber are to be verified with the supporting officially valid
documents (“OVDs”) and the information available in the service records of the
employee.

5.1.2. The step-wise instructions of the CRA system are to be followed by the user
while processing NPS-related activities/transactions in the CRA system without
deviation, along with proper due diligence/certification  before
submission/approval in the CRA system.

5.2. Subscriber Maintenance Activities

5.2.1. While digitisation and uploading on the CRA system, any request for
update/change in nomination, subscriber profile, such as name change, change in
address, change in mobile number, choice for PF& Investments, Bank account
detail, including Re-KYC are to be processed and approved along with digital
authentication (such as Aadhaar Authentication) as per the request received from
the subscriber after due verification with the required supporting document as per
norms.

5.2.2. Delayed and incorrect processing for update/change requests may have
legal/financial implications.

5.3. Exit and withdrawals/Claims

5.3.1. While executing the Exit/withdrawal request on the CRA system, the
information provided by the subscriber/claimant is to be verified with the
supporting documents and the information available in the service records of the
employee.

53.2. The instructions of the CRA system are to be followed by the user while
processing Exit/withdrawals/Claims requests of the subscriber/claimants
without any deviation, along with proper due diligence/ certification with digital
authentication (such as Aadhaar Authentication) before submission/approval in
the CRA system.

6. Other Measures:

6.1. Implementing two-factor authentication (2FA) for accessing the CRA system. 2FA adds
an extra layer of security beyond passwords, typically requiring users to provide a
secondary piece of information, such as a code sent to their mobile device. This facility
may be implemented and adhered to without deviation.

6.2. Emphasis on Regular Security Updates: The antivirus software and firewalls are to be
updated regularly. Also, regular updates are essential to patch vulnerabilities and
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protect against emerging threats to the system, hence, necessary updates may be
ensured. '

6.3. Guidance on Handling Data Breaches: Clear protocols should be established for
reporting and mitigating data breaches to minimize their impact or security incidences.

6.4. Security Training: Regular training sessions can help reinforce security best practices
and ensure that employees remain vigilant against evolving threats.

6.5. Penetration Testing and Vulnerability Assessments: Nodal office to conduct regular
penetration testing or vulnerability assessments to proactively identify and address
security weaknesses.

CHAPTER III- GENERAL DIRECTION

7. General Direction:

7.1. Develop and Implement an internal Cyber Security Policy for the functions of nodal
offices under NPS architecture.

7.1.1. Develop a comprehensive cyber security policy that aligns with national
standards and guidelines.

7.1.2. Establish a governance framework with clear roles and responsibilities of nodal
offices related to NPS to ensure digital safety.

7.1.3. The policy should be reviewed and updated periodically to address emerging
cyber threats and vulnerabilities.

7.2. Network and Infrastructure Security
7.2.1. Establish secure network infrastructure and access controls.

7.2.2. Implement firewalls, intrusion detection and prevention systems, and
continuous monitoring tools such as Security Information and Event Management
(SIEM) systems.

7.2.3. Conduct regular vulnerability assessments and penetration testing of network
devices, applications, and services to identify and remediate potential
vulnerabilities.

7.24. Establish secure configurations of all network components like routers, switches,
and firewalls.

7.3. Access Control

7.3.1. Strictly control access mechanisms to prevent unauthorized access to data and
systems.

7.3.2. Enforce strong password policies and multi-factor authentication mechanisms.
7.3.3. Grant access privileges based on the principle of least privilege.
7.3.4. Regularly review and remove unnecessary access privileges.
7.4. Security Awareness and Training
7.4.1. Conduct regular cyber security awareness programs for employees.

74.2. Train employees on best practices for handling and protecting sensitive
information.

6|Page
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74.3. Educate employees about common cyber threats such as phishing and social -
engineering attacks.

7.5. Reporting and Collaboration
7.5.1. Establish mechanisms for reporting security incidents promptly.

7.5.2. Collaborate with other centralised agencies responsible for cyber security to
share threat intelligence and best practices.

CHAPTER-IV- BEST PRACTICES
8. Password Management for login-IDs provided under NPS:

Unauthorized access is a major problem for anyone who uses a computer or devices such as
smartphones or tablets. The possible consequences for victims of these break-ins include the
loss of valuable data such as classified information, personal data or execution of unauthorised
transactions, financial loss, etc. Simple and commonly used passwords enable intruders to
easily gain access and control a computing device. Following are some of the best practices to
consider while setting up and managing a password,

8.1. Create a strong password with a minimum length of ideally 10 characters and
comprising of mix of alphabets, numbers, and characters.

8.2. All passwords (e.g., email, computer, etc.) should be changed periodically at least once
every three months.

8.3. Don’t reuse old passwords.

8.4. Passwords should not be stored in readable form in computers, notebooks, notice
boards, or in any other location where unauthorized persons might discover or use
them.

8.5. Treat passwords as sensitive information and do not share it with anyone.

8.6. Always use different passwords for every log-in account you have. Using the same
password for more than one account risks multiple exposures if one site you use is
hacked.

8.7. Always decline the use of the "Remember Password" feature wherever it is prompted
by the applications.

8.8. Remember weak passwords have the following characteristics:
¢ The password contains less than 10 characters
¢ The password is a word found in a dictionary (English or foreign)

e The password is a common usage words such as Names of family, pets,
friends, colleagues, Movie / Novel / Comics characters, etc. Computer terms
and names, commands, sites, companies, hardware, and software.

e Birthdays and other personal information such as address and phone
numbers.

e Word or number patterns like 123456, aaaaa, qwerty, asdfg, zxcvb, etc.
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9. Email Communications:

Following are some of the best practices with email communication by the nodal offices:

| 9.1.1. Use only Government-provided email addresses for official communications
| (e.g. nic email).
|

9.1.2. System administrators may deploy appropriate controls to restrict the use of
personal email addresses for any official communications.

9.1.3. Avoid downloading email attachments or clicking on suspicious links received
in emails from unknown or untrusted sources.

9.14. Classified information be not communicated via emails. In case of emergent
requirements to do so, the approval of competent authority should be obtained.

9.1.5. Avoid accessing official email accounts from public Wi-Fi connections.

9.1.6. Auto save of password for email accounts should not be enabled.
9.1.7. Log out from mail accounts after your work is done.

9.1.8. The user should type the complete URL in the browser instead of clicking links
received in an email.

9.1.9. Do not open/forward / reply to any suspicious e-mails/attachment of emails.

10. Computer Usage:

Following are some of the best practices for computer use on a day-to-day basis:

10.1. Computers should be protected from viruses/worms using Antivirus software
permitted for use by your organization.

10.2. Make sure your operating system, application, and software patches including
anti-virus software are up to date; and auto updates are turned on in your computer.

10.3. Don't leave the computer unattended with sensitive information on the screen.

10.4. Always lock your computer before leaving the workplace to prevent

unauthorized access. A user can lock the computer by pressing Ctrl +alt +del” and
choosing ,lock this computer” or “window button+ L”.

10.5. Enable a password-protected screen saver so that the computers that were left
unsecured will be protected.

10.6. Be careful of what you plug into your computer. Malware can spread through
infected USB drives, external hard drives, and even smartphones.

10.7. Use non-administrator account privileges for login to the computer and avoid
accessing administrator privileges for day-to-day usage.

10.8. Treat data very carefully and use encryption to encode information securely.

11. Internet Browsing:

Following are some of the best practices to keep in mind when browsing on the Internet:

11.1. Always be careful when clicking on links or downloading. If it’s unexpected or |
suspicious for any reason, don’t click on it.
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11.2, Do not download any type of files/software from any source other than those"
allowed by your system administrator/department.

3. Use a web browser that has been permitted by your Organization.

11.4. Always use an updated web browser for browsing.

b5, Do not store/ share any information on any device that is connected to the
Internet.

11.6. The "Save password" option prompted by the browser should not be selected if

a window appears after entering information on the login screen, asking you to do so.
Don’t save account information, such as passwords or credit card information in web
browsers, especially on those PCs which are shared with other users.

11.7. Look for the HTTPS sign in the browser address bar. The “s” in “https” stands
for secure, meaning that the website is employing SSL encryption. Check for an
“https:” with a green padlock icon in your browser address bar to verify that a site is

secure.
11.8. Make a habit of clearing history from the browser after each logout session.
1.9, No classified information of government can be stored on private cloud services

(Google drive, Dropbox, iCloud etc.,) and doing so may expose you for data leakage.

1E0.0: When on tour, avoid using services that require location information, unless it is
necessary for discharge of office duties.

11.11. While browsing, some pop-ups may appear with option of close button. These
may be fake and may actually try to install spyware when you click on it. Beware of
such pop-ups and avoid clicking on it.

1192 Popup blocker option should be kept turned ON in the browser and may be
selectively allowed for trusted sites, if required.

11.13. Remember that things on the internet are rarely free. “Free” Screensavers etc.,
often contain malware. So be aware of such online free offers.

11.14. Avoid using public computers and public Wi-Fi connections to access and carry
out any financial or sensitive transactions. Accessing government email on such
computers has a risk of causing information breaches.

LG, If your job requires you to access certain information systems securely, it is
advisable to use security controls such as MPLS link, VPN over the internet etc., for
such access

CHAPTER-V- RECOVERY AND INDEMNIFICATION

Nodal office may also consider devising NPS related internal policy for the purpose of
indemnification and restitution of loss of the subscriber occurred due to lapse in any cyber
security. In this regard, Nodal offices may take up the matter with concerned
administrative department/Ministry /State Government for establishing suitable policy or
guidelines as well as related processes and standard operating procedures to recover the
monetary loss, if any, caused due to cyber breaches for indemnifying the affected parties.
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Moreover, in the interest of subscriber nodal office may also undertake suitable action
* against the guilty persons, apart from recovery of the amount involved.

REFERENCES

This advisory is in addition to the Cybersecurity and other related guidelines issued by
MHA/MEITY and Cert-In and in no way reduces the liability of the officer for any omission
or commission in the discharge of their duties. Therefore, the following may additionally be
referred to for detailed guidance on the matter.

(i). Information Security Best DPractices (by Ministry of Home Affairs)-
https: / /www.mha.gov.in/sites/ default/ files/ Documents InformationSecurity 25062019.p

df.
(ii). Information Technology (Reasonable security practices and procedures and sensitive
personal data or information) Rules, 2011-

https:/ /www.meity.gov.in/writereaddata/files/ GSR313E_10511%281%29_0.pdf.

(iii). Guidelines on Information Security Practices for Government Entities-Issued by Indian
Computer Emergency Response Team (CERT-In) Ministry of Electronics and Information
Technology Government of India-
https:/ /www.meity.gov.in/writereaddata/ files/Guidelines %200on % 20Information %20Secur
ity %20Practices %20for % 20Government %20Entities. pdf

Circulars issued by PFRDA for reference

1. Circular dated 12.04.2023 - Advisory on "Digital Safety Practices to be followed by Govt
Nodal offices to access technological platform,/system provided by Central
Recordkeeping Agencies ("CRA") under NPS architecture.
https:/ /www .pfrda.org.in/myauth/admin/showimg.cshtml?ID=2558

2. Circular dated 15.06.2022 - Cyber Security Directions and FAQs issued by CERT-In
https:/ /www.pfrda.org.in/myauth/admin/showimg.cshtml?ID=2190

3. Circular dated 15.06.2022 - Cyber Jaagrookta Diwas (CJID)
https:/ /www.pfrda.org.in/myauth/admin/showimg.cshtml?1D=2189

4. Circular dated 22.02.2023 - Mandatory upload of Withdrawal/ KYC documents to enable
Parallel Processing of Exit and Annuity for the benefit of NPS Subscribers
https:/ /www pfrda.org.in/myauth/admin/showimg.cshtmi?ID=2506

5. Circular dated 20.02.2024 - Securing NPS transactions through Aadhaar-based access of CRA
system under the Government sector
https://www.pfrda.org.in/ myauth/admin/showimg.cshtmI?21D=2903

6. Circular dated 12.01.2024 - Partial Withdrawal of Accumulated Pension Wealth under
the National Pension System (NPS)
https:/ /www.pfrda.org.in/myauth/admin/showimg.cshtm]?ID=2860
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