
~ $1 IPI Cb c;eu '3fl dlfT!Cb ~~ qf{tSf q 
COUNCIL OF SCIENTIFIC & INDUSTRIAL RESEARCH 
~~ cqq;:f, 2, ~ i:rrt, ~ ~.110 001 
Anusandhan Bhawan, 2, Rafi Marg, New Delhi-110 001 • 

~=™ t1(>11~c:n1'{ 
From: Financial Adviser 

~/Dated:08.04.2024 
Dated. _______ _ 

~ 6l : ~.m$"31R cfi'I" ti"atf $ ~~m>IT/~/J_!ll«ll(>lll/~ ~ ~ fclC:r QCt ~ 

~. fcfc1 QCt ~ fc"loti:ic:n, fclC:r QCt ~ ~,Jq:lfldT ~(fcle:r QCt ~) 

To : The Sr.COFA/COFA/FAO/SO (F&A) of all CSIR Labs/lnstts/Hqrs/Units 

fcrtf<r: QWq13fRS!!r(l!G14"11;1'6 ETIQC! ~ 3i<0n filPrtJ ;;ftgs;:r c:nt~cl41 ~ f(>rQ" Bf81c(>I ~ y2JW> 
tm<JT~l.2024 

Subject: PFRDA(digital Safety Practices for Government Nodal Offices Under NPS 

Architecture )Advisory,2024. 

~~ Madam/Sir, 

~ 3QUrn ~ q'{" q~rc:r ~ fclfc"l<Ql<Hc:ti fclq:;ra ~~ i;m:r q;r ~- ~3fITTN/17-

18/08/11/0001/2024-~-~ ~ 27.03.2024 ~ '1llG1c:tilf1,ffidT-c;~Tcl stR 3i<j)Ql(>IG1 ~ 

ft>rq ~ ~ c:tiT foit~T §3iT ~I 

I am directed to forward herewith the Pension Fund Regulatory and Development 

Authority letter No-PFRDA/17-18/08/11/0001/2024-SUP-SG dated 27.03.2024 on the 
above mentioned subject for your information, guidance and compliance. 

Enclosure:-<r~/As Above 

Wf21fc>'.lftl /Copy to:-

1)~3-lf$"31R Cl61til$GICSIR Website 

2)c:til<Q'l<'l<Q i;rfct;office Copy. 

~/Yours faithfully, 

~ ~~/Man~ 
fcfc1 QCt ~ ~(f.iRl' c.r q~]Gf) 

Finance & Accounts Officer (Fund & Pension) 

Phon~s:EPABX-23710138,23710144,23710158,23710468,23710805,23711251,23714238,23714249,23714769,23715303 
Fax. 91-11-23714788 Website· http·/1wwwcs· · . . . ir.res.rn 



7i~ 
Azadi Ka 

Amrit Mahotsav 

Li~l'i ~ ftjPJl(l~Cfj ~ ftjq=;1f1 ~ 
PENSION FUND REGULATORY AND DEVELOPMENT AUTHORITY 

File No.: PFRDA-17 /08/11/0001/2024-SUP-SG Date:27.03.2024 

To, 

All PrAOs/P AbsjDDOs of Central Government & CABs 

All DTAs/DTOsjDDOs of State Government & SABs under National Pension 
System Architecture 

Dear Sir/Madam, 

for Government Nodal Offices Under 
NPS Architecture) Advisory, 2024 

q~ra=r fartU fclfiA;i:lJJ"lCfi Please find enclosed PFRDA's circular no. 
~ ( '> ~ FRD A/2024/ OU SUP-CGSG/01 dated 

Qa=t 4 rQ'fic "f=. c- 27.03.2024 regarding the PFRDA (Digital 
'ft{Cfilf! ~ Cfillll<>14i cfi" ~Safety Practices for Government Nodal 

ffi"IITT ~urij) q"{TcR"~T 2024 Offices Under NPS Architecture) 
~ I 

~ tfrc!tn~ Cf1T ~ Advisory, 2024. 

2. 3frtffi" srarou 6° fcti" 3q{)CFC'i CfiT" 2. It is requested to kindly disseminate the 
~ 

Jia~~Ci ~ Cfilll~c>lll~ cf;" Ba.ft ....;....;..i:o.........iabove advisory to all the concerned officials o 
your underlying nodal offices. 

~ (iCfi Slfilf{a cRI 

~/Yours Sincerely, 

~~ 
(mCfil'ti ~ ~)/(~ika~ar Singh) 

~ ~ ~/Chief General Manager 

lft-14/~. ~ fucm;ft 'l'f'<R. ~ ~ IITTT. Cficq1~<11 ~.'It ~-110016 
~: 011-26517501, 26517503, ~ : 011-26517507. ~: www.pfrda.org.ln 

B-14/A, Chhatrapati Shivaji Bhawan, Qutub Institutional Area, Katwaria Sarai, New Delhi-110016 
Phone: 011-26517501, 26517503, Fax: 011-26517507, Website: www.pfrda.org.in 

, 



7~ 
Azadi Ka 
Amrit Mahotsav 

q~1-=i ~ fc1Ri~l'"iCl5 at)x ~Cl51\!i ~ 
PENSION FUND REGULATORY AND DEVELOPMENT AUTHORITY 

~, 

~ tf~R SI 011 JI ~ ataifcr 
~ tl(Cfil( ~ ~ f<:11ll'*1 f.:'1Cfil4l $ tnfi PrAOsfPAOs/DDOs; 

~ l/ii(Cfll<.l ~ ~ f<:114tj f.itflllll $ ~'+ft" DTAs/DTOs/DDOs 

~23INDIA 

27.03.2024 

~= tf!?A" 'f.i"fit fclf.i41+1Cfl al)-{ fcltfl1'1ii ~ rn•11flq;*1 ~ $ ~ t1<Cfl1ft ~ 
Cfl 14 h141 $ fYrq ~ N'l e.:<1 fillITT 'Sf~) tro+r~f, 2024 

~ ~ tr!?A" sr 011 ffi $ ~ ~m I/ii <Cfl1 fl ~ Cf· 1 iifo i;·1 $ ~!?f.:r $ ~ tt~A" 
Ftfir fct f."l ll 1 +I Cfi * fct Cfi I I/ii ~ ( Q\"1 cf1 Q\tl ~ $ 3fcilfu fHCfi I {I ~ Cfi Ill fo 4l 
$ ~ ~~e~ ~&TI~) tro+r~f, 2024 ('&~)~Cfl@~I 

~~ef.t ~~ftl~l (www.pfrda.org.in) ~m~N~I 

~~ 
( fcttfllf1 ~ ~ 

~ +l~ISl~&Cfi 

lfi-14/~. ~ ~ ~. ~ ~ aP.ir. Cf1eql~"ll ~. ""'~-11001s 
~: 011-26517501, 26517503, m : 011-26517507, ~: www.pfrda.org.ln 

B-14/A, Chhatrapati Shivaji Bhawan, Qutub Institutional Area, Katwaria Sarai, New Delhi-110016 
Phone: 011-26517501, 26517503, Fax: 011-26517507, Website: www.pfrda.org.in 



~~ fclPlt11iiCf5 JfR 
fclCf51~ !J'll~Cf)'(UI 

( LFi Q1 Q*i ~ ~ Ji a J fa 'ti x Cf5 I~ ;fl \Sa Cf5 I l1Tci tj'f 
~ ~ RSftica wan -uzrr(t) QxlI=lS<f, 2024 
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5.1 JJfuGrar Cfft 31l"1 ti} fl11 ~ ~ 

5.1.1. ~~1a\lfl CITT f6fG1ca1Cf'xu1 ~ ~ ttr~ W1TIBt if~~ wn:r, ~ gRT ~ ~ Tfl< 
~ tj\lftCf)xUI LPllf ~ fH:Hl"ICf' ChCll~~ ~Clxan· $ ~ \lll'iCf'loft cITT fitill"!Cf' ~ ~cq 
~~1auf)· ("~") ~ q;tj°tj1oft $~~if~ \l1HCf'1oft $mq *1Cll1~a fcpm~1 

5.1.2. ajl~ W1Tffit if ·~R@/J.t';!4'cH ~ ~ flJjRla ~~/WllUH $ mq-mq \344IJICf)ciJ gRT ajl~ 
W1Tffit if QrtcftQtl ~ ~ ~~ cITT ~ fcpajl ~ilci'"I $ ~~ wn:r ajl~ W1Tffit 
$ ilxOICllx ~ CITT llreR fcpm ~I 

5.2. JJfirGraT •F&HglCI ~ 

5.2.1. f6fG1ccliCf'xu1 ~ttl~wmtftif ~~~, rtlliiCf'rt, ~ U)cp1~a, ~~ 4~CJJ.i, ~ 
if 4~CIJ.i, J:i'liSll~ci ~if 4~Clct'i, ~ ~ ~ $ ~ fclCf'(Vl"I, ~ ~ fcrcRur ~ fcpajl ifi 
J.tjX)u 1R liRCf>T $ ~ '3fqfarcn111$1 ~~1a\l1 $ mq ~ fl{{ll4rt $ ~ ~ ~ m1d' J.tjX)cu 
$ ~ f6fG1ca qi:i1uftq;xo1 ~ '3fl'tfR qi:i1uftq;xo1) $ mq \3il ~ ~ J.t';!l"ilfaa f¢irr ~ 1 

5.2.2. ~/4~CIJ.i J.tjX)m$~ fclci~a ~TIM qfif(f)xOI $~;fcttfiil~'l-fm"49~~1 

5.3. Plct>lti ~ SH'Qltf~UllGTQT 

5.3.1. ajl~ W1Tffit 1R PiCf'lfi/q{{l1$xOI J.tjX)cu PltLJ1faa ~~I ~/~ICl~R gRT ~ qft 11{ 
\l1HCf'1-ft cm flt:ll"ICf' ~~1aui1· ~ q;tj°tj1oft $~~it~ \lll'iCf'loft $ mq fl{{l1~a f<l>m 
\ilTQllT I 

5.3.2. ttl~ WJTffit if ~/J.t'jl"il~rt ~ ~ f6fG1ca qi:i1uftq;xo1 ~ '3fl'tfR qi:i1oftq;xo1) if flJjRla 
~~/qJilUH $ mq-mq ~Jff/~ltj~Fli $ f1cprajq{{lltixOl(zyIT J.tjX)tiT cITT ~ fcpajl fcltjci'"f 

$ OORra ~ "Wnl ajl~ ~ $ ~ Cf)l qfeR ~ Q)rrr1 

6. 3f;:q~: 

6.1. ajl3fRqwmtfi Cf>T \34l!'lll m $~ ffi~oftl"I qJ:11oftCf)xUI (2~ '<1'J1lC:f>'FIT- 2FA $m~ ~ 41*1Cld 

$ tR WW qft 'Qct3" J.t ffi ~Cffi 1R(f ~ \JfRft %, ~ ~ 1R \3 q lll i 1 Cf' af Jff gRT \ll l'i Cf' I ;ft $ 'Qct3" 

ffict1l1Cf' ~ cITT ~ C:f5'FIT men %, ~ fcp ~ lftiSI l~ci f°6Cl 1~*11R ~ 1TtfT <P1s I ~ "efc1m cITT ~ 
fcpajl fcl:qart $ffi1l~~ 31141<1'"1 M'\ll"T~%1 

6.2. Pll"l~a ww ~ 1R 'iSl"a: Q~Clll"lxfl fllgcCll"!x ~ IJ'll"lxctla cm Pll"lftla ~ ~ ~ f¢irr \;fRT 

~I ~ '3ffiTCIT, Cf'li\Jll~lll. cITT ~ m ~~if '\3'~ ~ ~ ffi $ ~ Pil"l~a ~ 
J.tlct~l"!Cf' ~, ~flRIQ 311Cl~l1Cf' ~~~'\ll"T~~I 

6.3. ~ $ \3ct'hH ~ ~ 1R Jillfo~frt : ~ \3ct'ittFfl' qft ~q")Q'i1 ~ ~ Cf5l1 m $ ~ ~ 
u1c:1q;la ~ ~ ~ -:q$rnTifct, ~ ~'l-fm m ww t:JCrrr'3ff cm ~'ia J:J fcpm \ill~ 1 

6.4. ww~aror: Pll"lftla ~arorm~ww tlcff:ai:i ~qrJfl em~mif~~% '3fRirQ~ 
fcpm \lfTal % fcp Cf)J•fo I oft '\3'~ ~ $ md' ~~I 

6.5. ~ Cf>T waror '3fR ~ ~: ~ Cf'llllcilll cm WW Cf'li\Jll~41· qft ~ ~ ~ 4titjH cp"Rf 

JfR ~ ~ m $ ~ PJqftla ~ ~ ~ Cf>T WafOT m ~ Cf>T ~ cp"Rf Q)rrr I 

SI Page 
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7. ~m=tlo:Q ra~11Pta~1 : 

7.1. Q1Q1Qfl ~ $ 3fcrfu ~ ct>lllTcilll. $ Cf'Til1 $~~~WW ';:ftfc1 'ct>l fclct>~a '3frx 
ct> I l!T~ a C:f5'BT I 

7 .1.1. 'QCP cxrrqcp ~Will ';:ftfc1 fcl Cf)~ a ~ \JlT ~ ~ Jfrx ~~I I f.=1 ~~Tr $ mZf mng a m I 

7.1.2. f:sfGlca ww~<PR$~ Q'iQ1Qfl ~~~ ct>1llTall1·cp1~ ~Jfi Jfrx- FG1~~1~4l 
°B <jQtl' 'QCP ~~~~I 

7 .1.3. 0i@ ~ ~ Jf1x ct>I:JG11 ~lll 'ct>l ~ m $ ~ ';:ftfc1 cp1 ~-~ ~ ~arr Jf1x ~ Jf£1CR 

~\il'RTI 

1.2. 4cqcf> ~ '3tqtihF11 wan 
7.2.1. ~~ J.i<HiFHI Jf1x Jffirm f.itj;;io1 ~~I 

7 .2.2. lJl Ill xc:ff a, ~ 'CPf 1fc1T ~ Jfrx- TICf5-mq lJurIBl, Jfrx- WW 'WAT Jf1x w A~\J1 ik (S 1 EM) fmv:r ~ 
~ f.=1 i 1 x I ;41 \3 q Cf) x u I 'ffill C:f5'BT I 

7.2.3. ~'l-flfcm ~'ct>l~<PR Jf1x~~m$~~ \3Qct>><uil 3l'jl'lll1ifi J{)x~Jfi~ f:iii~a 
iffiaT ~ Jfrx ~ fyo 'CPf tRTafUT CfiT-TI I 

7 .2.4. m, R<f':q Jfrx 4? Ill '<Clla ~ ~ifi ~ t:fCcP1 $ ~ ct>TR:b l I~ ~H ~ C:f5'BT I 

7.3. Jffum:J/\34qi'I Pltj~UI 

7.3.1. ~ Jfrx-~$ ~ \3ql:J1i1 'Cf>l~$~ ~(f;f'Cf>l~~ f."1tj8a CfiT-TII 

7. 3 .2. ~ q I w:i g ;ftfdtIT Jfrx ~ -Cf'RCP \;l A I oft Cf) x 01 (f;f 'ct>l 'ffill m I 

7.3.3. ~'"taA~$~$J.JTmx~J@rrn:T~~m1 

7. 3 .4. f.=1 ll ~a ~ ~ ~Ill C:f5'BT JITx J.i 'i I Cl ~ll Cf) J.Jfirl1:r ~ 'Cf>l "QCRT I 

1.4. wan \J1l'l~Cf>a1 ~ ~arur 
7.4.1. ct>rfil1~4l' $ ~ f:il!~a ~ ww \J1ll IXC'Cf5a1 ct>lifu?A J.Jlll1FGia C:f5'BT 1 

1 A.2. ~ ~ ~1 ~n a 'WAT 'ct>l ~~ Jfrx-~ ww ~ ~ fl c:ff-a I:J 'Q'Zfl Jf1 ~ ct> ifq 1 ~41 'ct>l ~ m 1 

7.4.3. f\P~ji1 Jfrx fllI:JlfGlct> ~~~ fllAH"l ~~~~-q ct>rfill~ll'i'Cf>l~~I 

7.5. ~<ilfl'I ~ ff!:;qi'I 

7.5.1. ww~tfiUCrn3ITCf5T~~mi)J~~wim~1 

7.5.2. ~cpl xgRhlll \J1Hct>l-i1 Jfrx f!CIT'ciA '\;l'ZfTJff cm~ <PR$~~ Will$~ FGl~~lx J8l' 

C$ s{hp a Q\Jl·~ 4i $ mZf fl e; lll l 1 m 1 
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~-"--~~~-----------------

'3fcami-IV- ti ciht ~ ut@" 
8. ~'1lfl~~ ~~VGA~~ ffITT1'1-~ ~ ~ Ql~qg llGtCCR: 

~ \34ll'PI ~ ~ ~ ~ $ ~ ~ ~ m %, \lll ci5UIC'.{ m ~1<!°4''H m ~ ~ 
fSql~*i Cf)[ \34ll

1
1i1 ~~I ~ ~-~ ~ ~irrfcru ~fcf(i4I ~ ~ Ji('"llq H ~Cf)[ 'jCf5*1H ~ qiffcpa 

\JIHCf51-tl, ~fcf(ii1a ~m~~Cf)Tf."1~1~""1, ~'jCf5*1H 3fft~q~o114ll1~ 
~I~ '3fR ~ 1R \34£illl fcpq "GfR ClIB 41*iqJ ~ ~*iQf?>lll. cm $~f°2ll 'fSql~*i CfcP 3fffiRt ~ 
~ '3fR ~ f."ltj:;io1 mc<1 "CPR "J1 ~ ~ \iITTft % I fclmt 41*iqJ cm-m- JfR ~ ~ ~ W£9 
*icil\iA ~~ f."IJ;l~Rgci ~' 

8.1. ~XC'Lr~ ~'iaA 10 '3f~Cffffi~~ qmqJ~, ~ '3faR, -mmr '3fR cruf~m1 

8.4. 4Fm.1J cm ci5UIC:x, 1lc~Cf5, ~mi, m fclmt ~~"CR, \ifITT ~ ~ ~ ~ ~ ~ m 
\FrCf5T \3 4ll

1
ll I ~~~I q 64ltt XC'4' ~ ~ \jj'FfJ ~ I 

I 

8.6. ~ qm ~ ~ ffill-~ ~ $ ~ ~ JIBTT-JIBTT 41*iqJ Cf)[ \34£illl ~I ~ ~ ~ 'l 
\34lflll <$1 "GTR Cfffit ~ ~ tcP m \iITTft % err,~~~ m ~ ~ ~ tt 41*iqJ Cf)[ \34£i1i1 

'CPR$ Cf)RUT ~ \lllR9J:fI Cf)[~~~% I 

8. 1. ~ ~ Qcdl<$~H IDXT "4 l*lqJ ~~ .. ~w cm ~m \JlTill %, ~~ \34£i1i1 cm~ '31:W1Cf5 ix 
~I 

8.8. £IlR ~ f<V, Cf5A\ll
1
lx 41*1qJ Cl5l ~ f."IJ;ll'j*IR mm%: 

o ~ 41*iqJ "J1 10 ~ Cf»l '3faR mB ~I 
o ~ 41*1qJ~ ~lciG¢1~1(~m~11mm"GTRCITffi~ *11A1;:q ~mm%1 
o ~ 41*1qJ ~ *llAl;:q \34£illl CITffi ~mm%~ '4ftcJR, '4Tffi1 \Jll'iq'{l·, ~, ~*1ti~Cf5~~"'""til·, ilclRl:il 

1\34;:q1*11 Cf5'ffl:lcm 'CffiT '3fft $ ~, ci5UIC:{ <$1 ~lciGlqct1 '3fR ~. ~, ~, cf5qf."ltti, t:1J~ttx 
JfR *llCR~Q{ I 

o \if 'i"I ~""I '3fR ~ ~ fcf(i l I a \if H Cf5 I ;ft ~ '4'ill '3fR llWr ~I 
o ~ m-mmr-Q-c;f ~ 123456, aaaaaa, qwerty, asdfg, zxcvb '3fft I 

9. ~~: 

~ Cf51ttfalfl' IDXT ~ ~ $ ~ W£9 *icffaA ~~ PIJA~R9a ~: 

9.1.1. ~ ~ ~ ~ "($"qa *1xCf51x IDXT ™ ~ 1lfil Cf)[ \3q4)i1 ~ ~ nic ~I 

9.1.2. ~~fclmt ~ ~~~~ ~fcf(ii1a ~$ \34lflll cm~cpB$~ 
\3fim f."ltj:;io1 ffilJ.~~~I 
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GLOSSARY 

--- - -

Act Pension Fund Regulatory and Development 
Authority Act 2013 

CAB Central Autonomous Body 

CRA Central Recordkeeping Agency 
- ---

CG Central Government 

DDO Drawing & Disbursing Office (DDO) 

DTA Directorate of Treasuries and Accounts 
-

DTO District Treasury Office 
-- ----

NPS National Pension System 

Pr AO Principle Accounts Office 
- -

PAO Pay and Accounts Office 
--- -

PFRDA/ Authority Pension Fund Regulatory and Development 
Authority I 

-

PRAN Permanent Retirement Account Number 
- ~---

SAB State Autonomous Body 
- -

SG i State Government 
-- - - -
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PENSION fUND REGULATORY AND DEVELOPMENT AUTHORITY DIGITAL SAFETY 
PRACTICES FOR GOVERNMENT NODAL OFFICES UNDER NPS ARCHITECTURE) . 

ADVISORY, 2024 

CHAPTER- I- SHORT TITLE AND COMMENCEMENT, OBJECTIVE AND APPLICABILITY 

1. Short title and commencement: 

1.1. These advisories may be called the Pension Fund Regulatory and Development 
Authority (Digital Safety Practices for Government Nodal Offices Under NPS 
Architecture) Advisory, 2024. 

1.2. This advisory is to be construed and acted upon, together with any other guidelines on 
cyber security and digital safe practices, as may be applicable in the organization or 
which it is obliged to follow. 

2. Objective: 

'lo establish a comprehensive strategy that integrates optimal methodologies, instructional 
initiatives, and pre-emptive actions to address possible hazards, safeguard confidential data, 
and encourage ethical digital safety practices while accessing the digital platforms provided 
hy CRA to conduct the activities related to NPS by the nodal offices of Central/State 
Covernment (including autonomous bodies under it) identified for conducting various 
activities under the architecture of NPS. This advisory aim to encourage fostering a culture of 
digital safety awareness under NPS architecture by equipping people with lhe knowledge lo 
keep the digital safe by establishing norms for digital safety and following the best practices 
while performing various activities related to NPS by the nodal offices at various levels such 
as registration, NPS account maintenance and during exit/withdrawals. 

3. Applicability : 

This advisory shall apply to the nodal offices of Central and State Governments (including 
autonomous bodies under it) for their functions under the architecture of the NPS. This 
advisory is in addition to the Cybersecurity and other related guidelines issued by 
MHA/MEITY and Cert-In and in no way reduces the liability of the officer for any omission 
or commission in the discharge of their duties. 

CHAPTER II- DIGITAL SAFETY PRACTICES TO BE FOLLOWED BY GOVT NODAL 
OFFICES UNDER NPS ARCHITECTURE 

4 . Safety Measures while utilising credentials: 

The function of nodal office(s) in the Government Sector i.e. Central State Governments 
including Central and State Autonomous Bodies in relation lo NPS is of paramount 
importance and vital as it begins with subscriber registration and continues till the 
authorization of exits/withdrawal requests of the subscriber-employees. To enable the Nodal 
offices to fulfill such function/role in the CRA system, the Nodal offices have been provided 
with separate maker-checker login IDs to access the CRA system. Apart from the above, the 
following 'Digital Safety Practices' may be followed under the NPS architecture while 
accessing the CRA System-
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4.1. Allotment of the IDs (maker and checker) to employees/ officials having different 
· levels of hierarchy (the checker being the senior official) in the concerned 

office/Government Department. 

4.2. A "Log Book/ record" to ensure that there is no unauthorized access of the Login IDs 
given by CRAs. The said Log book/record may specify inter alia the Name of the 
official/ staff/ personnel who have been provided with the login IDs & passwords for 
accessing the system and the record of subsequent changes in the allocation of said 
Login IDs. Also, the responsibility for the transactions processed/ authorized in the 
CRA system through the given Login IDs shall lie with the officials/ staff/personnel to 
whom such Login IDs have been allocated at the time of these transactions. 

4.3. Users should not intentionally use the computers to retrieve or modify the information 
of self/ others, which may include password information, claims data, contribution 
data, withdrawal requests, PRAN details, etc.; 

4.4. Antivirus software can help to detect and remove viruses from your computer, but 
only if you keep the antivirus software up-to-date. Set firewall and antivirus to scan 
actively all the files downloaded/ uploaded; 

4.5. Access to the CRA system should be done by officials of the Nodal office so authorized 
and Passwords/login details etc. are not be shared with unauthorised personnel; 

4.6. To maintain absolute confidentiality and integrity of all records, data, and information 
including subscriber's personal information, contribution, and claims data; 

4.7. Users are responsible for safeguarding their User Id and Passwords and must not share 
passwords/Digital token with other persons; 

4.8. To change the password once in four weeks or when you suspect someone knows the 
password or when one Nodal officer is transferred and another nodal officer joins 
in. Also, the passwords should be kept confidential and are not to be written anywhere. 

4.9. Apart from usage and safeguarding the login credentials, i.e. user ID and password 
any additional safety measures such as Aadhaar-based authentication through digital 
token/OTP is also to be used only by the authorised person and responsibility for 
safeguarding shall lie on him/her only. 

4.10. To carefully process/verify all financial and non-financial transactions including 
the exit/withdrawal request/ change in any KYC/ Bank detail/ ERM transaction. 

4.11. The officers assigned with the CRA system credentials to execute and approve 
transactions, are required to adhere to the laid process including authentication 
process established in CRA system. 

4.12. The Nodal office may carry out regular audits to scrutinize whether the digital 
safety practices as advised by the Authority are being followed in letter and spirit. 

4.13. All financial/non-financial transactions should be processed only after doing 
necessary due diligence offline through service records and necessary supporting 
documents along with the subscriber request forms must be mandatorily uploaded in 
the CRA system, wherever applicable. 
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5. Digital Safety Measures and Precaution while processing NFS-related · 
transactions/ activities: The Nodal offices are fully responsible for transactions processed 
in the CRA system including withdrawals. Accordingly, all transactions must be processed 
only after being fully satisfied with the same during all journey of subscriber, i.e. 
registration, maintenance and exit/ claim settlement. 

5.1. While onboarding subscriber 

5.1.l. While digitisation and uploading of documents on the CRA system, the 
information as per the Subscriber Registration form and supporting KYC details, 
as provided by the subscriber are lo be verified with the supporting officially valid 
documents ("OVDs") and the information available in the service records of the 
employee. 

5.1.2. The step-wise instructions of the CRA system are to be followed by the user 
while processing NFS-related activities/ transactions in the CRA system without 
deviation, along with proper due diligence/ certification before 
submission/ approval in the CRA system. 

5.2. Subscriber Maintenance Activities 

5.2.1. While digitisation and uploading on the CRA system, any request for 
update/ change in nomination, subscriber profile, such as name change, change in 
address, change in mobile number, choice for PF& Investments, Bank account 
detail, including Re-KYC are to be processed and approved along with digital 
authentication (such as Aadhaar Authentication) as per the request received from 
the subscriber after due verification with the required supporting document as per 
norms. 

5.2.2. Delayed and incorrect processing for update/ change requests may have 
legal/ financial implications. 

5.3. Exit and withdrawals/Claims 

5.3.1. While executing the Exit/withdrawal request on the CRA system, the 
information provided by the subscriber/claimant is to be verified with the 
supporting documents and the information available in the service records of the 
employee. 

5.3.2. The instructions of the CRA system are to be followed by the user while 
processing Exit/ withdrawals/ Claims requests of the subscriber/ claimants 
without any deviation, along with proper due diligence/ certification with digital 
authentication (such as Aadhaar Authentication) before submission/ approval in 
the CRA system. 

6. Other Measures: 

SI 

6.1. Implementing two-factor authentication (2FA) for accessing the CRA system. 2FA adds 
an extra layer of security beyond passwords, typically requiring users to provide a 
secondary piece of information, such as a code sent to their mobile device. This facility 
may be implemented and adhered Lo without deviation. 

6.2. Emphasis on Regular Security Updates: The antivirus software and firewalls arc Lo be 
updated regularly. Also, regular updates are essential to patch vulnerabilities and 
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protect against emerging threats to the system, hence, necessary updates may be 
ensured. · 

6.3. Guidance on Handling Data Breaches: Clear protocols should be established for 
reporting and mitigating data breaches to minimize their impact or security incidences. 

6.4. Security Training: Regular training sessions can help reinforce security best practices 
and ensure that employees remain vigilant against evolving threats. 

6.5. Penetration Testing and Vulnerability Assessments: Nodal office to conduct regular 
penetration testing or vulnerability assessments to proactively identify and address 
security weaknesses. 

CHAPTER III- GENERAL DIRECTION 

7. General Direction: 

7.1. Develop and Implement an internal Cyber Security Policy for the functions of nodal 
offices under NPS architecture. 

7.1.1. Develop a comprehensive cyber security policy that aligns with national 
standards and guidelines. 

7.1.2. Establish a governance framework with clear roles and responsibilities of nodal 
offices related to NPS to ensure digital safety. 

7.1.3. The policy should be reviewed and updated periodically to address emerging 
cyber threats and vulnerabilities. 

7.2. Network and Infrastructure Security 

7.2.1. Establish secure network infrastructure and access controls. 

7.2.2. Implement firewalls, intrusion detection and prevention systems, and 
continuous monitoring tools such as Security Information and Event Management 
(SIEM) systems. 

7.2.3. Conduct regular vulnerability assessments and penetration testing of network 
devices, applications, and services to identify and remediate potential 
vulnerabilities. 

7.2.4. Establish secure configurations of all network components like routers, switches, 
and firewalls. 

7.3. Access Control 

7.3.1. Strictly control access mechanisms to prevent unauthorized access to data and 
systems. 

7.3.2. Enforce strong password policies and multi-factor authentication mechanisms. 

7.3.3. Grant access privileges based on the principle of least privilege. 

7.3.4. Regularly review and remove unnecessary access privileges. 

7.4. Security Awareness and Training 

7.4.1. Conduct regular cyber security awareness programs for employees. 

7.4.2. Train employees on best practices for handling and protecting sensitive 
information. 
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7.4.3. Educate employees about common cyber threats such as phishing and social · 
engineering attacks. 

7.5. Reporting and Collaboration 

7.5.1. Establish mechanisms for reporting security incidents promptly. 

7.5.2. Collaborate with other centralised agencies responsible for cyber security to 
share threat intelligence and best practices. 

CHAPTER-IV- BEST PRACTICES 

8. Password Management for login-IDs provided under NPS: 

Unauthorized access is a major problem for anyone who uses a computer or devices such as 
smartphones or tablets. The possible consequences for victims of these break-ins include the 
loss of valuable data such as classified information, personal data or execution of unauthorised 
transactions, financial loss, etc. Simple and commonly used passwords enable intruders to 
easily gain access and control a computing device. Following are some of the best practices to 
consider while setting up and managing a password, 

8.1. Create a strong password with a minimum length of ideally 10 characters and 
comprising of mix of alphabets, numbers, and characters. 

8.2. All passwords (e.g., email, computer, etc.) should be changed periodically at least once 
every three months. 

8.3. Don't reuse old passwords. 

8.4. Passwords should not be stored in readable form in computers, notebooks, notice 
boards, or in any other location where unauthorized persons might discover or use 
them. 

8.5. Treat passwords as sensitive information and do not share it with anyone. 

8.6. Always use different passwords for every log-in account you have. Using the same 
password for more than one account risks multiple exposures if one site you use is 
hacked. 

8.7. Always decline the use of the "Remember Password" feature wherever it is prompted 
by the applications. 

8.8. Remember weak passwords have the following characteristics: 

• The password contains less than 10 characters 

• The password is a word found in a dictionary (English or foreign) 

• The password is a common usage words such as Names of family, pets, 
friends, colleagues, Movie/ Novel/ Comics characters, etc. Computer terms 
and names, commands, sites, companies, hardware, and software. 

• Birthdays and other personal information such as address and phone 
numbers. 

• Word or number patterns like 123456, aaaaa, qwerty, asdfg, zxcvb, etc. 
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9. Email Communications: 

Following are some of the best practices with email communication by the nodal offices: 

9.1.1. Use only Government-provided email addresses for official communications 
(e.g. nic email). 

9.1.2. System administrators may deploy appropriate controls to restrict the use of 
personal email addresses for any official communications. 

9.1.3. Avoid downloading email attachments or clicking on suspicious links received 
in emails from unknown or untrusted sources. 

9.1.4. Classified information be not communicated via emails. In case of emergent 
requirements to do so, the approval of competent authority should be obtained. 

9.1.5. Avoid accessing official email accounts from public Wi-Fi connections. 

9.1.6. Auto save of password for email accounts should not be enabled. 

9.1.7. Log out from mail accounts after your work is done. 

9.1.8. The user should type the complete URL in the browser instead of clicking links .·I 
received in an email. 

9.1.9. Do not open/forward/ reply to any suspicious e-mails/ attachment of emails. 

10. Computer Usage: 

Following are some of the best practices for computer use on a day-to-day basis: 

10.1. Computers should be protected from viruses/worms using Antivirus software 
permitted for use by your organization. 

10.2. Make sure your operating system, application, and software patches including 
anti-virus software are up to date; and auto updates are turned on in your computer. 

10.3. Don't leave the computer unattended with sensitive information on the screen. 

10.4. Always lock your computer before leaving the workplace to prevent 
unauthorized access. A user can lock the computer by pressing Ctrl +alt +del" and 
choosing ,,lock this computer" or "window button+ L". 

10.5. Enable a password-protected screen saver so that the computers that were left 
unsecured will be protected. 

10.6. Be careful of what you plug into your computer. Malware can spread through 
infected USB drives, external hard drives, and even smartphones. 

10.7. Use non-administrator account privileges for login to the computer and avoid 
accessing administrator privileges for day-to-day usage. 

10.8. Treat data very carefully and use encryption to encode information securely. 

11. Internet Browsing: 

Following are some of the best practices to keep in mind when browsing on the Internet: 

11.1. Always be careful when clicking on links or downloading. If it's unexpected or 
suspicious for any reason, don't click on it. 
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11.2. Do not download any type of files/ software from any source other than those · 
allowed by your system administrator/ department. 

11.3. Use a web browser that has been permitted by your Organization. 

11.4. Always use an updated web browser for browsing. 

11.5. Do not store/ share any information on any device that is connected to the 
Internet. 

11.6. The "Save password" option prompted by the browser should not be selected if 
a window appears after entering information on the login screen, asking you to do so. 
Don't save account information, such as passwords or credit card information in web 
browsers, especially on those PCs which are shared with other users. 

11.7. Look for the HTTPS sign in the browser address bar. The "s" in "https" stands 
for secure, meaning that the website is employing SSL encryption. Check for an 
"https:" with a green padlock icon in your browser address bar to verify that a site is 
secure. 

11.8. Make a habit of clearing history from the browser after each logout session. 

11.9. No classified information of government can be stored on private cloud services 
(Google drive, Dropbox, iCloud etc.,) and doing so may expose you for data leakage. 

11.10. When on tour, avoid using services that require location information, unless it is 
necessary for discharge of office duties. 

11.11. While browsing, some pop-ups may appear with option of close button. These 
may be fake and may actually try to install spyware when you click on it. Beware of 
such pop-ups and avoid clicking on it. 

11.12. Popup blocker option should be kept turned ON in the browser and may be 
selectively allowed for trusted sites, if required. 

11.13. Remember that things on the internet are rarely free. "Free" Screensavers etc., 
often contain malware. So be aware of such online free offers. 

11.14. Avoid using public computers and public Wi-Fi connections to access and carry 
out any financial or sensitive transactions. Accessing government email on such 
computers has a risk of causing information breaches. 

11.15. If your job requires you to access certain information systems securely, it is 
advisable to use security controls such as MPLS link, VPN over the internet etc., for 
such access 

CHAPTER-V- RECOVERY AND INDEMNIFICATION 

12. Nodal office may also consider devising NPS related internal policy for the purpose of 
indemnification and restitution of loss of the subscriber occurred due to lapse in any cyber 
security. In this regard, Nodal offices may take up the matter with concerned 
administrative department/Ministry /State Government for establishing suitable policy or 
guidelines as well as related processes and standard operating procedures to recover the 
monetary loss, if any, caused due to cyber breaches for indemnifying the affected parties. 
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Moreover, in the interest of subscriber nodal office may also undertake suitable action 
• against the guilty persons, apart from recovery of the amount involved. 

REFERENCES 

This advisory is in addition to the Cybersecurity and other related guidelines issued by 
MHA/MEITY and Cert-In and in no way reduces the liability of the officer for any omission 
or commission in the discharge of their duties. Therefore, the following may additionally be 
referred to for detailed guidance on the matter. 

(i). Information Security Best Practices (by Ministry of Home Affairs)-
https://www.mha.gov.in/sites/default/files/Documents InformationSecurity 25062019.p 
df. 

(ii). Information Technology (Reasonable security practices and procedures and sensitive 
personal data or information) Rules, 2011-
https:// www.meity.gov .in/ writereaddata/ files/ GSR313E 10511 %281 %29 O.pdf. 

(iii). Guidelines on Information Security Practices for Government Entities-Issued by Indian 
Computer Emergency Response Team (CERT-In) Ministry of Electronics and Information 
Technology Government of India
https://www.meity.gov.in/writereaddata/files/Guidelines%20on%20Information%20Secur 
ity%20Practices%20for%20Government%20Entities.pdf .~ 

Circulars issued by PFRD A for reference 

1. Circular dated 12.04.2023 -Advisory on "Digital Safety Practices to be followed by Govt 
Nodal offices to access technological platform,/ system provided by Central 
Recordkeeping Agencies ("CRA") under NPS architecture. 
https: // www .pfrda.org. in/ mvauth/ ad min/ showimg.cshtml ?ID=2558 

2. Circular dated 15.06.2022 - Cyber Security Directions and FAQs issued by CERT-In 
https: // www .pfrda.org.in/ my au th/ ad min I showi mg.cshtml?ID=2190 

3. Circular dated 15.06.2022 Cyber Jaagrookta Diwas (CJD) 
https: // w W\.v .pfrda.org.in/ rnyauth I ad min/ shovvi mg.cshtml?ID=2189 

4. Circular dated 22.02.2023 - Mandatory upload of Withdrawal/ KYC documents to enable 
Parallel Processing of Exit and Annuity for the benefit of NPS Subscribers 
https://www.pfrda.org.in/myauth/admin/showimg.cshtrnl?ID=2506 

5. Circular dated 20.02.2024 - Securing NPS transactions through Aadhaar-based access of CRA 
system under the Government sector 
https:// www.pfrda.org.in/ myau th/ admin/showirng.cshtrnl?JD=2903 

6. Circular dated 12.01.2024 - Partial Withdrawal of Accumulated Pension Wealth under 
the National Pension System (NPS) 
https://www.pfrda.org.in/myauth/admin/showimg.cshtml?ID=2860 
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